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Abstract
A bipartite quantum interaction corresponds to the most general quantum interaction that
can occur between two quantum systems. In this work, we determine bounds on the capacities
of bipartite interactions for entanglement generation and secret key agreement. Our upper
bound on the entanglement generation capacity of a bipartite quantum interaction is given
by a quantity that we introduce here, called the bidirectional max-Rains information. Our
upper bound on the secret-key-agreement capacity of a bipartite quantum interaction is given
by a related quantity introduced here also, called the bidirectional max-relative entropy of
entanglement. We also derive tighter upper bounds on the capacities of bipartite interactions
obeying certain symmetries. Observing that quantum reading is a particular kind of bipartite
quantum interaction, we leverage our bounds from the bidirectional setting to deliver bounds
on the capacity of a task that we introduce, called private reading of a wiretap memory cell.
Given a set of point-to-point quantum wiretap channels, the goal of private reading is for an
encoder to form codewords from these channels, in order to establish secret key with a party
who controls one input and one output of the channels, while a passive eavesdropper has access
to one output of the channels. We derive both lower and upper bounds on the private reading
capacities of a wiretap memory cell. We then extend these results to determine achievable rates
for the generation of entanglement between two distant parties who have coherent access to a
controlled point-to-point channel, which is a particular kind of bipartite interaction.
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1 Introduction
A bipartite quantum interaction is an interactive process that occurs between two quantum systems.
In general, any two-body quantum systems of interest can be in contact with a bath, and part of
the composite system may be inaccessible to observers possessing these systems. It is known from
quantum mechanics that a closed system evolves according to a unitary transformation [Dir81,
SC95]. Let U HˆA′B′E′→ABE be a unitary associated to a Hamiltonian Hˆ, which governs the underlying
interaction between the input subsystems A′ and B′ and a bath E′, to produce output subsystems
A and B for the observers and E for the bath. In general, the individual input systems A′, B′, and
E′ and the respective output systems A, B, and E can have different dimensions. Initially, in the
absence of an interactive Hamiltonian Hˆ, the bath is taken to be in a pure state and the systems of
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interest have no correlation with the bath; i.e., the state of the composite system A′B′E′ is of the
form ωA′B′ ⊗ |0〉〈0|E′ , where ωA′B′ and |0〉〈0|E′ are density operators of the systems A′B′ and E′,
respectively. Under the action of the interactive Hamiltonian Hˆ, the state of the composite system
transforms as
ρABE = U
Hˆ(ωA′B′ ⊗ |0〉〈0|E′)(U Hˆ)†. (1.1)
Such an interaction between the composite system A′B′ in the presence of the bath E′ is called
a bipartite quantum interaction. Since the system E in (1.1) is inaccessible, the evolution of the
systems of interest is noisy in general. The noisy evolution of the bipartite system A′B′ under the
action of the interactive Hamiltonian Hˆ is represented by a completely positive, trace-preserving
(CPTP) map [Sti55], called a bidirectional quantum channel [BHLS03]:
N HˆA′B′→AB(ωA′B′) = TrE{U Hˆ(ωA′B′ ⊗ |0〉〈0|E′)(U Hˆ)†}, (1.2)
where system E represents inaccessible degrees of freedom. In particular, when the Hamiltonian
Hˆ is such that there is no interaction between the composite system A′B′ and the bath E′, and
A′B′ ' AB, then N Hˆ corresponds to a bipartite unitary, i.e., N Hˆ(·) = U HˆA′B′→AB(·)(U HˆA′B′→AB)†.
Depending on the kind of bipartite quantum interaction, there may be an increase, decrease, or
no change in the amount of entanglement [PV07, HHHH09] of a bipartite state after undergoing
a bipartite interaction. As entanglement is one of the fundamental and intriguing quantum phe-
nomena [EPR35, Sch35], determining the entangling abilities of bipartite quantum interactions are
pertinent.
In this work, we focus on two different information-processing tasks relevant for bipartite quan-
tum interactions, the first being entanglement distillation [BBPS96, BBP+97, Rai99] and the second
secret key agreement [Dev05, DW05, HHHO05, HHHO09]. Entanglement distillation is the task
of generating a maximally entangled state, such as the singlet state, when two separated quantum
systems undergo a bipartite interaction. Whereas, secret key agreement is the task of extracting
maximal classical correlation between two separated systems, such that it is independent of the
state of the bath system, which an eavesdropper could possess.
In an information-theoretic setting, a bipartite interaction between classical systems was first
considered in [Sha61] in the context of communication; therein, a bipartite interaction was called a
two-way communication channel. In the quantum domain, bipartite unitaries have been widely con-
sidered in the context of their entangling ability, applications for interactive communication tasks,
and the simulation of bipartite Hamiltonians in distributed quantum computation [BDEJ95, ZZF00,
EJPP00, BRV00, NC00, CLP01, CDKL01, BHLS03, CLV04, JMidZL17, DSW18]. These unitaries
form the simplest model of non-trivial interactions in many-body quantum systems and have been
used as a model of scrambling in the context of quantum chaotic systems [SS08, HQRY16, DHW16],
as well as for the internal dynamics of a black hole [HP07] in the context of the information-loss
paradox [Haw76]. More generally, [CLL06] developed the model of a bipartite interaction or two-way
quantum communication channel. Bounds on the rate of entanglement generation in open quan-
tum systems undergoing time evolution have also been discussed for particular classes of quantum
dynamics [Bra07, DKSW18].
The maximum rate at which a particular task can be accomplished by allowing the use of a
bipartite interaction a large number of times, is equal to the capacity of the interaction for the
task. The entanglement generating capacity quantifies the maximum rate of entanglement that
can be generated from a bipartite interaction. Various capacities of a general bipartite unitary
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evolution were formalized in [BHLS03]. Later, various capacities of a general two-way channel were
discussed in [CLL06]. The entanglement generating capacities or entangling power of bipartite
unitaries for different communication protocols have been widely discussed in the literature [ZZF00,
LHL03, BHLS03, HL05, LSW09, WSM17, CY16]. Also, prior to our work here, it was an open
question to find a non-trivial, computationally efficient upper bound on the entanglement generating
capacity of a bipartite quantum interaction. Another natural direction left open in prior work is
to determine other information-processing tasks for bipartite quantum interactions, beyond those
discussed previously [BHLS03, CLL06].
In this paper, we determine bounds on the capacities of bipartite interactions for entanglement
generation and secret key agreement. Observing that quantum reading [BRV00, Pir11] is a particu-
lar kind of bipartite quantum interaction, we leverage our bounds from the bidirectional setting to
deliver bounds on the capacity of a task that we introduce here, called private reading of a memory
cell. We derive both lower and upper bounds on the capacities of private reading protocols. We
then extend these results to determine achievable rates for the generation of entanglement between
two distant parties who have coherent access to a controlled point-to-point channel, which is a
particular kind of bipartite interaction.
Private reading is a quantum information-processing task in which a message from an encoder
to a reader is delivered in a read-only memory device. The message is encoded in such a way
that a reader can reliably decode it, while a passive eavesdropper recovers no information about
it. This protocol can be used for secret key agreement between two trusted parties. A physical
model of a read-only memory device involves encoding the classical message using a memory cell,
which is a set of point-to-point quantum wiretap channels. A point-to-point quantum wiretap
channel is a channel that takes one input and produces two outputs. The reading task is restricted
to information-storage devices that are read-only, such as a CD-ROM. One feature of a read-only
memory device is that a message is stored for a fairly long duration if it is kept safe from tampering.
One can read information from these devices many times without the eavesdropper learning about
the encoded message.
The organization of our paper is as follows. We review notations and basic definitions in
Section 2. In Section 3, we derive a strong converse upper bound on the rate at which entanglement
can be distilled from a bipartite quantum interaction. This bound is given by an information
quantity that we introduce here, called the bidirectional max-Rains information R2→2max (N ) of a
bidirectional channel N . The bidirectional max-Rains information is the solution to a semi-definite
program and is thus efficiently computable. In Section 4, we derive a strong converse upper bound
on the rate at which a secret key can be distilled from a bipartite quantum interaction. This bound
is given by a related information quantity that we introduce here, called the bidirectional max-
relative entropy of entanglement E2→2max (N ) of a bidirectional channel N . In Section 5, we derive
upper bounds on the entanglement generation and secret key agreement capacities of bidirectional
PPT- and teleportation-simulable channels, respectively. Our upper bounds on the capacities of
such channels depend only on the entanglement of the resource states with which these bidirectional
channels can be simulated. In Section 6, we introduce a protocol called private reading, whose goal
is to generate a secret key between an encoder and a reader. We derive both lower and upper
bounds on the private reading capacities. In Section 7, we introduce a protocol whose goal is to
generate entanglement between two parties who have coherent access to a memory cell, and we
give a lower bound on the entanglement generation capacity in this setting. Finally, we conclude
in Section 8 with a summary and some open directions.
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2 Review
We begin by establishing some notation and reviewing some definitions needed in the rest of the
paper.
2.1 States, channels, isometries, separable states, and positive partial transpose
Let B(H) denote the algebra of bounded linear operators acting on a Hilbert space H. Throughout
this paper, we restrict our development to finite-dimensional Hilbert spaces. The subset of B(H)
containing all positive semi-definite operators is denoted by B+(H). We denote the identity operator
as I and the identity superoperator as id. The Hilbert space of a quantum system A is denoted
by HA. The state of a quantum system A is represented by a density operator ρA, which is a
positive semi-definite operator with unit trace. Let D(HA) denote the set of density operators,
i.e., all elements ρA ∈ B+(HA) such that Tr{ρA} = 1. The Hilbert space for a composite system
LA is denoted as HLA where HLA = HL ⊗ HA. The density operator of a composite system LA
is defined as ρLA ∈ D(HLA), and the partial trace over A gives the reduced density operator for
system L, i.e., TrA{ρLA} = ρL such that ρL ∈ D(HL). The notation An := A1A2 · · ·An indicates a
composite system consisting of n subsystems, each of which is isomorphic to the Hilbert space HA.
A pure state ψA of a system A is a rank-one density operator, and we write it as ψA = |ψ〉〈ψ|A for
|ψ〉A a unit vector in HA. A purification of a density operator ρA is a pure state ψρEA such that
TrE{ψρEA} = ρA, where E is called the purifying system. The maximally mixed state is denoted
by piA := IA/ dim(HA) ∈ D (HA). The fidelity of τ, σ ∈ B+(H) is defined as F (τ, σ) = ‖
√
τ
√
σ‖21
[Uhl76], where ‖·‖1 denotes the trace norm.
The adjoint M† : B(HB) → B(HA) of a linear map M : B(HA) → B(HB) is the unique linear
map that satisfies
〈YB,M(XA)〉 = 〈M†(YB), XA〉, ∀ XA ∈ B(HA), YB ∈ B(HB) (2.1)
where 〈C,D〉 = Tr{C†D} is the Hilbert-Schmidt inner product. An isometry U : H → H′ is a
linear map such that U †U = IH.
The evolution of a quantum state is described by a quantum channel. A quantum channel
MA→B is a completely positive, trace-preserving (CPTP) map M : B+(HA) → B+(HB). A
memory cell {Mx}x∈X is defined as a set of quantum channels Mx, for all x ∈ X , where X is an
alphabet, and Mx : B+(HA)→ B+(HB).
Let UMA→BE denote an isometric extension of a quantum channel MA→B, which by definition
means that
TrE
{
UMA→BEρA
(
UMA→BE
)†}
=MA→B(ρA), ∀ρA ∈ D (HA) , (2.2)
along with the following conditions for UM to be an isometry:
(UM)†UM = IA, and UM(UM)† = ΠBE , (2.3)
where ΠBE is a projection onto a subspace of the Hilbert space HBE . A complementary channel
M̂A→E of MA→B is defined as
M̂A→E(ρA) := TrB
{
UMA→BEρA(U
M
A→BE)
†
}
, ∀ρA ∈ D (HA) . (2.4)
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The Choi isomorphism represents a well known duality between channels and states. LetMA→B
be a quantum channel, and let |Υ〉L:A denote the following maximally entangled vector:
|Υ〉L:A :=
∑
i
|i〉L|i〉A, (2.5)
where dim(HL) = dim(HA), and {|i〉L}i and {|i〉A}i are fixed orthonormal bases. We extend this
notation to multiple parties with a given bipartite cut as
|Υ〉LALB :AB := |Υ〉LA:A ⊗ |Υ〉LB :B. (2.6)
The maximally entangled state ΦLA is denoted as
ΦLA =
1
|A| |Υ〉〈Υ|LA , (2.7)
where |A| = dim(HA). The Choi operator for a channel MA→B is defined as
JMLB = (idL⊗MA→B) (|Υ〉〈Υ|LA) , (2.8)
where idL denotes the identity map on L. For A
′ ' A, the following identity holds
〈Υ|A′:LρSA′ ⊗ JMLB|Υ〉A′:L =MA→B(ρSA), (2.9)
where A′ ' A. The above identity can be understood in terms of a post-selected variant [HM04]
of the quantum teleportation protocol [BBC+93]. Another identity that holds is
〈Υ|L:A[QSL ⊗ IA]|Υ〉L:A = TrL{QSL}, (2.10)
for an operator QSL ∈ B(HS ⊗HL).
For a fixed basis {|i〉B}i, the partial transpose TB on system B is the following map:
(idA⊗TB) (QAB) =
∑
i,j
(IA ⊗ |i〉〈j|B)QAB (IA ⊗ |i〉〈j|B) , (2.11)
where QAB ∈ B(HA ⊗HB). We note that the partial transpose is self-adjoint, i.e., TB = T†B and
is also involutory:
TB ◦TB = IB. (2.12)
The following identity also holds:
TL(|Υ〉〈Υ|LA) = TA(|Υ〉〈Υ|LA) (2.13)
Let SEP(A :B) denote the set of all separable states σAB ∈ D(HA⊗HB), which are states that
can be written as
σAB =
∑
x
p(x)ωxA ⊗ τxB, (2.14)
where p(x) is a probability distribution, ωxA ∈ D(HA), and τxB ∈ D(HB) for all x. This set is
closed under the action of the partial transpose maps TA and TB [HHH96, Per96]. Generalizing
the set of separable states, we can define the set PPT(A :B) of all bipartite states ρAB that remain
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positive after the action of the partial transpose TB. A state ρAB ∈ PPT(A :B) is also called a
PPT (positive under partial transpose) state. We can define an even more general set of positive
semi-definite operators [ADMVW02] as follows:
PPT′(A :B) := {σAB : σAB ≥ 0 ∧ ‖TB(σAB)‖1 ≤ 1}. (2.15)
We then have the containments SEP ⊂ PPT ⊂ PPT′. A bipartite quantum channel PA′B′→AB is
a PPT-preserving channel if the map TB ◦PA′B′→AB ◦ TB′ is a quantum channel [Rai99, Rai01].
A bipartite quantum channel PA′B′→AB is PPT-preserving if and only if its Choi state is a PPT
state [Rai01], i.e.,
JPLALB :AB
|LALB | ∈ PPT(LAA :BLB), where
JPLALB :AB
|LALB| = PA
′B′→AB(ΦLAA′ ⊗ ΦB′LB ). (2.16)
Any local operations and classical communication (LOCC) channel is a PPT-preserving channel
[Rai99, Rai01].
2.2 Entropies and information
The quantum entropy of a density operator ρA is defined as [vN32]
S(A)ρ := S(ρA) = −Tr[ρA log2 ρA]. (2.17)
The conditional quantum entropy S(A|B)ρ of a density operator ρAB of a composite system AB is
defined as
S(A|B)ρ := S(AB)ρ − S(B)ρ. (2.18)
The coherent information I(A〉B)ρ of a density operator ρAB of a composite system AB is defined
as [SN96]
I(A〉B)ρ := −S(A|B)ρ = S(B)ρ − S(AB)ρ. (2.19)
The quantum relative entropy of two quantum states is a measure of their distinguishability. For
ρ ∈ D(H) and σ ∈ B+(H), it is defined as [Ume62]
D(ρ‖σ) :=
{
Tr{ρ[log2 ρ− log2 σ]}, supp(ρ) ⊆ supp(σ)
+∞, otherwise. (2.20)
The quantum relative entropy is non-increasing under the action of positive trace-preserving maps
[MHR17], which is the statement that D(ρ‖σ) ≥ D(M(ρ)‖M(σ)) for any two density operators ρ
and σ and a positive trace-preserving mapM (this inequality applies to quantum channels as well
[Lin75], since every completely positive map is also a positive map by definition).
The quantum mutual information I(L;A)ρ is a measure of correlations between quantum sys-
tems L and A in a state ρLA. It is defined as
I(L;A)ρ := inf
σA∈D(HA)
D(ρLA‖ρL ⊗ σA) = S(L)ρ + S(A)ρ − S(LA)ρ. (2.21)
The conditional quantum mutual information I(L;A|C)ρ of a tripartite density operator ρLAC is
defined as
I(L;A|C)ρ := S(L|C)ρ + S(A|C)ρ − S(LA|C)ρ. (2.22)
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It is known that quantum entropy, quantum mutual information, and conditional quantum mutual
information are all non-negative quantities (see [LR73b, LR73a]).
The following AFW inequality gives uniform continuity bounds for conditional entropy:
Lemma 1 ([AF04, Win16]) Let ρLA, σLA ∈ D(HLA). Suppose that 12 ‖ρLA − σLA‖1 ≤ ε, where
ε ∈ [0, 1]. Then
|S(A|L)ρ − S(A|L)σ| ≤ 2ε log2 dim(HA) + g(ε), (2.23)
where
g(ε) := (1 + ε) log2(1 + ε)− ε log2 ε, (2.24)
and dim(HA) denotes the dimension of the Hilbert space HA.
If system L is a classical register X such that ρXA and σXA are classical-quantum (cq) states
of the following form:
ρXA =
∑
x∈X
pX(x)|x〉〈x|X ⊗ ρxA, σXA =
∑
x∈X
qX(x)|x〉〈x|X ⊗ σxA, (2.25)
where {|x〉X}x∈X forms an orthonormal basis and ∀x ∈ X : ρxA, σxA ∈ D(HA), then
|S(X|A)ρ − S(X|A)σ| ≤ ε log2 dim(HX) + g(ε), (2.26)
|S(A|X)ρ − S(A|X)σ| ≤ ε log2 dim(HA) + g(ε). (2.27)
2.3 Generalized divergence and generalized relative entropies
A quantity is called a generalized divergence [PV10, SW12] if it satisfies the following monotonicity
(data-processing) inequality for all density operators ρ and σ and quantum channels N :
D(ρ‖σ) ≥ D(N (ρ)‖N (σ)). (2.28)
As a direct consequence of the above inequality, any generalized divergence satisfies the following
two properties for an isometry U and a state τ [WWY14]:
D(ρ‖σ) = D(UρU †‖UσU †), (2.29)
D(ρ‖σ) = D(ρ⊗ τ‖σ ⊗ τ). (2.30)
One can define a generalized mutual information for a quantum state ρRA as
ID(R;A)ρ := inf
σA∈D(HA)
D(ρRA‖ρR ⊗ σA). (2.31)
The sandwiched Re´nyi relative entropy [MLDS+13, WWY14] is denoted as D˜α(ρ‖σ) and defined
for ρ ∈ D(H), σ ∈ B+(H), and ∀α ∈ (0, 1) ∪ (1,∞) as
D˜α(ρ‖σ) := 1
α− 1 log2 Tr
{(
σ
1−α
2α ρσ
1−α
2α
)α}
, (2.32)
but it is set to +∞ for α ∈ (1,∞) if supp(ρ) * supp(σ). The sandwiched Re´nyi relative entropy
obeys the following “monotonicity in α” inequality [MLDS+13]:
D˜α(ρ‖σ) ≤ D˜β(ρ‖σ) if α ≤ β, for α, β ∈ (0, 1) ∪ (1,∞). (2.33)
The following lemma states that the sandwiched Re´nyi relative entropy D˜α(ρ‖σ) is a particular
generalized divergence for certain values of α.
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Lemma 2 ([FL13, Bei13]) Let N : B+(HA) → B+(HB) be a quantum channel and let ρA ∈
D(HA) and σA ∈ B+(HA). Then,
D˜α(ρ‖σ) ≥ D˜α(N (ρ)‖N (σ)), ∀α ∈ [1/2, 1) ∪ (1,∞). (2.34)
In the limit α→ 1, the sandwiched Re´nyi relative entropy D˜α(ρ‖σ) converges to the quantum
relative entropy [MLDS+13, WWY14]:
lim
α→1
D˜α(ρ‖σ) := D1(ρ‖σ) = D(ρ‖σ). (2.35)
In the limit α→∞, the sandwiched Re´nyi relative entropy D˜α(ρ‖σ) converges to the max-relative
entropy [MLDS+13], which is defined as [Dat09b, Dat09a]
Dmax(ρ‖σ) = inf{λ : ρ ≤ 2λσ}, (2.36)
and if supp(ρ) * supp(σ) then Dmax(ρ‖σ) =∞.
Another generalized divergence is the ε-hypothesis-testing divergence [BD10, WR12], defined
as
Dεh(ρ‖σ) := − log2 inf
Λ
{Tr{Λσ} : 0 ≤ Λ ≤ I ∧ Tr{Λρ} ≥ 1− ε}, (2.37)
for ε ∈ [0, 1], ρ ∈ D(H), and σ ∈ B+(H).
2.4 Entanglement measures
Let Ent(A;B)ρ denote an entanglement measure [HHHH09] that is evaluated for a bipartite state ρAB.
The basic property of an entanglement measure is that it should be an LOCC monotone [HHHH09],
i.e., non-increasing under the action of an LOCC channel. Given such an entanglement measure,
one can define the entanglement Ent(M) of a channelMA→B in terms of it by optimizing over all
pure, bipartite states that can be input to the channel:
Ent(M) = sup
ψLA
Ent(L;B)ω, (2.38)
where ωLB =MA→B(ψLA). Due to the properties of an entanglement measure and the well known
Schmidt decomposition theorem, it suffices to optimize over pure states ψLA such that L ' A (i.e.,
one does not achieve a higher value of Ent(M) by optimizing over mixed states with unbounded
reference system L). In an information-theoretic setting, the entanglement Ent(M) of a channelM
characterizes the amount of entanglement that a sender A and receiver B can generate by using
the channel if they do not share entanglement prior to its use.
Alternatively, one can consider the amortized entanglement EntA(M) of a channel MA→B as
the following optimization [KW17] (see also [LHL03, BHLS03, CMH17, BDGDMW17, RKB+18]):
EntA(M) := sup
ρLAALB
[Ent(LA;BLB)τ − Ent(LAA;LB)ρ] , (2.39)
where τLABLB = MA→B(ρLAALB ) and ρLAALB is a state. The supremum is with respect to all
states ρLAALB and the systems LA, LB are finite-dimensional but could be arbitrarily large. Thus,
in general, EntA(M) need not be computable. The amortized entanglement quantifies the net
amount of entanglement that can be generated by using the channelMA→B, if the sender and the
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receiver are allowed to begin with some initial entanglement in the form of the state ρLAALB . That
is, Ent(LAA;LB)ρ quantifies the entanglement of the initial state ρLAALB , and Ent(LA;BLB)τ
quantifies the entanglement of the final state produced after the action of the channel.
The Rains relative entropy of a state ρAB is defined as [Rai01, ADMVW02]
R(A;B)ρ := min
σAB∈PPT′(A:B)
D(ρAB‖σAB), (2.40)
and it is monotone non-increasing under the action of a PPT-preserving quantum channel PA′B′→AB,
i.e.,
R(A′;B′)ρ ≥ R(A;B)ω, (2.41)
where ωAB = PA′B′→AB(ρA′B′). The sandwiched Rains relative entropy of a state ρAB is defined
as follows [TWW17]:
R˜α(A;B)ρ := min
σAB∈PPT′(A:B)
D˜α(ρAB‖σAB). (2.42)
The max-Rains relative entropy of a state ρAB is defined as [WD16b]
Rmax(A;B)ρ := min
σAB∈PPT′(A:B)
Dmax(ρAB‖σAB). (2.43)
The max-Rains information of a quantum channel MA→B is defined as [WFD17]
Rmax(M) := max
φSA
Rmax(S;B)ω, (2.44)
where ωSB = MA→B(φSA) and φSA is a pure state, with dim(HS) = dim(HA). The amortized
max-Rains information of a channelMA→B, denoted as Rmax,A(M), is defined by replacing Ent in
(2.39) with the max-Rains relative entropy Rmax [BW17]. It was shown in [BW17] that amortization
does not enhance the max-Rains information of an arbitrary point-to-point channel, i.e.,
Rmax,A(M) = Rmax(M). (2.45)
Recently, in [WD16a, Eq. (8)] (see also [WFD17]), the max-Rains relative entropy of a state
ρAB was expressed as
Rmax(A;B)ρ = log2W (A;B)ρ, (2.46)
where W (A;B)ρ is the solution to the following semi-definite program:
minimize Tr{CAB +DAB}
subject to CAB, DAB ≥ 0,
TB(CAB −DAB) ≥ ρAB. (2.47)
Similarly, in [WFD17, Eq. (21)], the max-Rains information of a quantum channel MA→B was
expressed as
Rmax(M) = log Γ(M), (2.48)
where Γ(M) is the solution to the following semi-definite program:
minimize ‖TrB{VSB + YSB}‖∞
subject to YSB, VSB ≥ 0,
TB(VSB − YSB) ≥ JMSB. (2.49)
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The sandwiched relative entropy of entanglement of a bipartite state ρAB is defined as [WTB17]
E˜α(A;B)ρ := min
σAB∈SEP(A:B)
D˜α(ρAB‖σAB). (2.50)
In the limit α→ 1, E˜α(A;B)ρ converges to the relative entropy of entanglement [VP98], i.e.,
lim
α→1
E˜α(A;B)ρ = E(A;B)ρ := min
σAB∈SEP(A:B)
D(ρAB‖σAB). (2.51)
The max-relative entropy of entanglement [Dat09b, Dat09a] is defined for a bipartite state ρAB as
Emax(A;B)ρ := min
σAB∈SEP(A:B)
Dmax(ρAB‖σAB). (2.52)
The max-relative entropy of entanglement Emax(M) of a channelMA→B is defined as in (2.38), by
replacing Ent with Emax [CMH17]. It was shown in [CMH17] that amortization does not increase
max-relative entropy of entanglement of a channel MA→B, i.e.,
Emax,A(M) = Emax(M). (2.53)
The squashed entanglement of a state ρAB ∈ D(HAB) is defined as [CW04] (see also [Tuc99,
Tuc02]):
Esq(A;B)ρ =
1
2
inf
ωABE
{I(A;B|E)ω : TrE{ωABE} = ρAB ∧ ωABE ∈ D (HABE)} . (2.54)
In general, the system E is finite-dimensional, but can be arbitrarily large. We can directly infer
from the above definition that Esq(B;A)ρ = Esq(A;B)ρ for any ρAB ∈ D(HAB). We can similarly
define the squashed entanglement Esq(M) of a channel MA→B [TGW14], and it is known that
amortization does not increase the squashed entanglement of a channel [TGW14]:
Esq,A(M) = Esq(M). (2.55)
2.5 Private states and privacy test
Private states [HHHO05, HHHO09] are an essential notion in any discussion of secret key distillation
in quantum information, and we review their basics here.
A tripartite key state γKAKBE contains log2K bits of secret key, shared between systems KA
and KB and protected from an eavesdropper possessing system E, if there exists a state σE and
a projective measurement channel M(·) = ∑i |i〉〈i| (·) |i〉〈i|, where {|i〉}i is an orthonormal basis,
such that
(MKA ⊗MKB ) (γKAKBE) =
1
K
K−1∑
i=0
|i〉〈i|KA ⊗ |i〉〈i|KB ⊗ σE . (2.56)
The systems KA and KB are maximally classically correlated, and the key value is uniformly
random and independent of the system E.
A bipartite private state γSAKAKBSB containing log2K bits of secret key has the following form:
γSAKAKBSB = U
t
SAKAKBSB
(ΦKAKB ⊗ θSASB )(U tSAKAKBSB )†, (2.57)
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where ΦKAKB is a maximally entangled state of Schmidt rank K, U
t
SAKAKBSB
is a “twisting”unitary
of the form
U tSAKAKBSB :=
K−1∑
i,j=0
|i〉〈i|KA ⊗ |j〉〈j|KB ⊗ U
ij
SASB
, (2.58)
with each U ijSASB a unitary, and θSASB is a state. The systems SA, SB are called “shield”systems
because they, along with the twisting unitary, can help to protect the key in systems KA and KB
from any party possessing a purification of γSAKAKBSB .
Bipartite private states and tripartite key states are equivalent [HHHO05, HHHO09]. That
is, for γSAKAKBSB a bipartite private state and γSAKAKBSBE some purification of it, γKAKBE
is a tripartite key state. Conversely, for any tripartite key state γKAKBE and any purification
γSAKAKBSBE of it, γSAKAKBSB is a bipartite private state.
A state ρKAKBE is an ε-approximate tripartite key state if there exists a tripartite key state
γKAKBE such that
F (ρKAKBE , γKAKBE) ≥ 1− ε, (2.59)
where ε ∈ [0, 1]. Similarly, a state ρSAKAKBSB is an ε-approximate bipartite private state if there
exists a bipartite private state γSAKAKBSB such that
F (ρSAKAKBSBE , γSAKAKBSBE) ≥ 1− ε. (2.60)
If ρSAKAKBSB is an ε-approximate bipartite key state with K key values, then Alice and Bob
hold an ε-approximate tripartite key state with K key values, and the converse is true as well
[HHHO05, HHHO09].
A privacy test corresponding to γSAKAKBSB (a γ-privacy test) is defined as the following di-
chotomic measurement [WTB17]:
{ΠγSAKAKBSB , ISAKAKBSB −Π
γ
SAKAKBSB
}, (2.61)
where
ΠγSAKAKBSB := U
t
SAKAKBSB
(ΦKAKB ⊗ ISASB )(U tSAKAKBSB )† (2.62)
and U tSAKAKBSB is the twisting unitary discussed earlier. Let ε ∈ [0, 1] and ρSAKAKBSB be an
ε-approximate bipartite private state. The probability for ρSAKAKBSB to pass the γ-privacy test is
never smaller than 1− ε [WTB17]:
Tr{ΠγSAKAKBSBρSAKAKBSB} ≥ 1− ε. (2.63)
For a state σSAKAKBSB ∈ SEP(SAKA : KBSB), the probability of passing any γ-privacy test is
never greater than 1K [HHHO09]:
Tr{ΠγSAKAKBSBσSAKAKBSB} ≤
1
K
, (2.64)
where K is the number of values that the secret key can take (i.e., K = dim(HKA) = dim(HKB )).
These two inequalities are foundational for some of the converse bounds established in this paper,
as was the case in [HHHO09, WTB17].
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2.6 Channels with symmetry
Consider a finite group G. For every g ∈ G, let g → UA(g) and g → VB(g) be projective unitary
representations of g acting on the input space HA and the output space HB of a quantum channel
MA→B, respectively. A quantum channelMA→B is covariant with respect to these representations
if the following relation is satisfied [Hol02, Hol12]:
MA→B
(
UA(g)ρAU
†
A(g)
)
= VB(g)MA→B(ρA)V †B(g), ∀ρA ∈ D(HA) and ∀g ∈ G. (2.65)
Definition 1 (Covariant channel [Hol12]) A quantum channel is covariant if it is covariant
with respect to a group G which has a representation U(g), for all g ∈ G, on HA that is a unitary
one-design; i.e., the map 1|G|
∑
g∈G U(g)(·)U †(g) always outputs the maximally mixed state for all
input states.
For an isometric channel UMA→BE extending the above channel MA→B, there exists a unitary
representation WE(g) acting on the environment Hilbert space HE [Hol12], such that for all g ∈ G,
UMA→BE
(
UA(g)ρAU
†
A(g)
)
= (VB(g)⊗WE(g))
(UMA→BE (ρA)) (V †B(g)⊗W †E(g)) . (2.66)
We restate this as the following lemma:
Lemma 3 ([Hol12]) Suppose that a channelMA→B is covariant with respect to a group G. For an
isometric extension UMA→BE of MA→B, there is a set of unitaries {W gE}g∈G such that the following
covariance holds for all g ∈ G:
UMA→BEU
g
A =
(
V gB ⊗W gE
)
UMA→BE . (2.67)
For convenience, we provide a proof of this interesting lemma in Appendix A.
Definition 2 (Teleportation-simulable [BDSW96, HHH99]) A channelMA→B is teleportation-
simulable with associated resource state ωLAB if for all ρA ∈ D (HA) there exists a resource state
ωLAB ∈ D (HLAB) such that
MA→B (ρA) = LLAAB→B (ρA ⊗ ωLAB) , (2.68)
where LLAAB→B is an LOCC channel (a particular example of an LOCC channel could be a gen-
eralized teleportation protocol [Wer01]).
One can find the defining equation (2.68) explicitly stated as [HHH99, Eq. (11)]. All covariant
channels, as given in Definition 1, are teleportation-simulable with respect to the resource state
MA→B(ΦLAA) [CDP09].
Definition 3 (PPT-simulable [KW17]) A channel MA→B is PPT-simulable with associated
resource state ωLAB if for all ρA ∈ D (HA) there exists a resource state ωLAB ∈ D (HLAB) such
that
MA→B (ρA) = PLAAB→B (ρA ⊗ ωLAB) , (2.69)
where PLAAB→B is a PPT-preserving channel acting on LAA : B, where the transposition map is
with respect to the system B.
13
Definition 4 (Jointly covariant memory cell [DW17]) A set MX = {MxA→B}x∈X of quan-
tum channels is jointly covariant if there exists a group G such that for all x ∈ X , the channel Mx
is a covariant channel with respect to the group G (cf., Definition 1).
Remark 1 ([DW17]) Any jointly covariant memory cellMX = {MxA→B}x is jointly teleportation-
simulable with respect to the set {MxA→B(ΦLAA)}x of resource states.
2.7 Bipartite interactions and controlled channels
Let us consider a bipartite quantum interaction between systems X ′ and B′, generated by a Hamil-
tonian HˆX′B′E′ , where E
′ is a bath system. Suppose that the Hamiltonian is time independent,
having the following form:
HˆX′B′E′ :=
∑
x∈X
|x〉〈x|X′ ⊗ HˆxB′E′ , (2.70)
where {|x〉}x∈X is an orthonormal basis for the Hilbert space of system X ′ and HˆxB′E′ is a Hamilto-
nian for the composite system B′E′. Then, the evolution of the composite system X ′B′E′ is given
by the following controlled unitary:
UHˆ(t) :=
∑
x∈X
|x〉〈x|X′ ⊗ exp
(
− ι
}
HˆxB′E′t
)
, (2.71)
where t denotes time. Suppose that the systems B′ and E′ are not correlated before the action of
Hamiltonian HˆxB′E′ for each x ∈ X . Then, the evolution of the system B′ under the interaction
HˆxB′E′ is given by a quantum channel MxB′→B for all x.
For some distributed quantum computing and information processing tasks where the controlling
system X and input system B′ are jointly accessible, the following bidirectional channel is relevant:
NX′B′→XB(·) :=
∑
x∈X
|x〉〈x|X ⊗MxB′→B (〈x| (·) |x〉X′) . (2.72)
In the above, X ′ is a controlling system that determines which evolution from the set {Mx}x∈X
takes place on input system B′. In particular, when X ′ and B′ are spatially separated and the
input states for the system X ′B′ are considered to be in product state, the noisy evolution for such
constrained interactions is given by the following bidirectional channel:
NX′B′→XB(σX′ ⊗ ρB′) :=
∑
x∈X
〈x|σX′ |x〉X′ |x〉〈x|X ⊗MxB′→B(ρB′). (2.73)
This kind of bipartite interaction is in one-to-one correspondence with the notion of a memory
cell from the context of quantum reading [BRV00, Pir11]. There, a memory cell is a collection
{MxB′→B}x of quantum channels. One party chooses which channel is applied to another party’s
input system B′ by selecting a classical letter x. Clearly, the description in (2.72) is a fully quantum
description of this process, and thus we see that quantum reading can be understood as the use of
a particular kind of bipartite interaction.
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Figure 1: A protocol for PPT-assisted bidirectional quantum communication that uses a bidirec-
tional quantum channel N n times. Every channel use is interleaved by a PPT-preserving channel.
The goal of such a protocol is to produce an approximate maximally entangled state in the systems
MA and MB, where Alice possesses system MA and Bob system MB.
3 Entanglement distillation from bipartite quantum interactions
In this section, we define the bidirectional max-Rains information R2→2max (N ) of a bidirectional
channel N and show that it is not enhanced by amortization. We also prove that R2→2max (N ) is an
upper bound on the amount of entanglement that can be distilled from a bidirectional channel N .
We do so by adapting to the bidirectional setting, the result from [KW17] discussed below and recent
techniques developed in [CMH17, RKB+18, BW17] for point-to-point quantum communication
protocols.
Recently, it was shown in [KW17], connected to related developments in [LHL03, BHLS03,
CMH17, BDGDMW17, DW17], that the amortized entanglement of a point-to-point channelMA→B
serves as an upper bound on the entanglement of the final state, say ωAB, generated at the end of
an LOCC- or PPT-assisted quantum communication protocol that uses MA→B n times:
Ent(A;B)ω ≤ nEntA(M). (3.1)
Thus, the physical question of determining meaningful upper bounds on the LOCC- or PPT-assisted
capacities of point-to-point channel M is equivalent to the mathematical question of whether
amortization can enhance the entanglement of a given channel, i.e., whether the following equality
holds for a given entanglement measure Ent:
EntA(M) ?= Ent(M). (3.2)
3.1 Bidirectional max-Rains information
The following definition generalizes the max-Rains information from (2.44), (2.48), and (2.49) to
the bidirectional setting:
Definition 5 (Bidirectional max-Rains information) The bidirectional max-Rains informa-
tion of a bidirectional quantum channel NA′B′→AB is defined as
R2→2max (N ) := log Γ2→2(N ), (3.3)
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where Γ2→2(N ) is the solution to the following semi-definite program:
minimize ‖TrAB{VSAABSB + YSAABSB}‖∞
subject to VSAABSB , YSAABSB ≥ 0,
TBSB (VSAABSB − YSAABSB ) ≥ JNSAABSB , (3.4)
such that SA ' A′, and SB ' B′.
Remark 2 By employing the Lagrange multiplier method, the bidirectional max-Rains information
of a bidirectional channel NA′B′→AB can also be expressed as
R2→2max (N ) = log Γ2→2(N ), (3.5)
where Γ2→2(N ) is solution to the following semi-definite program (SDP):
maximize Tr{JNSAABSBXSAABSB}
subject to XSAABSB , ρSASB ≥ 0,
Tr{ρSASB} = 1, −ρSASB ⊗ IAB ≤ TBSB (XSAABSB ) ≤ ρSASB ⊗ IAB, (3.6)
such that SA ' A′, and SB ' B′. Strong duality holds by employing Slater’s condition [Wat15] (see
also [WD16a]). Thus, as indicated above, the optimal values of the primal and dual semi-definite
programs, i.e., (3.6) and (3.4), respectively, are equal.
The following proposition constitutes one of our main technical results, and an immediate
corollary of it is that amortization does not enhance the bidirectional max-Rains information of a
bidirectional quantum channel.
Proposition 1 (Amortization ineq. for bidirectional max-Rains info.) Let ρLAA′B′LB be a
state and let NA′B′→AB be a bidirectional channel. Then
Rmax(LAA;BLB)ω ≤ Rmax(LAA′;B′LB)ρ +R2→2max (N ), (3.7)
where ωLAABLB = NA′B′→AB(ρLAA′B′LB ) and R2→2max (N ) is the bidirectional max-Rains information
of NA′B′→AB.
Proof. We adapt the proof steps of [BW17, Proposition 1] to the bidirectional setting. By removing
logarithms and applying (2.46) and (3.3), the desired inequality is equivalent to the following one:
W (LAA;BLB)ω ≤W (LAA′;B′LB)ρ · Γ2→2(N ), (3.8)
and so we aim to prove this one. Exploiting the identity in (2.47), we find that
W (LAA
′;B′LB)ρ = min Tr{CLAA′B′LB +DLAA′B′LB}, (3.9)
subject to the constraints
CLAA′B′LB , DLAA′B′LB ≥ 0, (3.10)
TB′LB (CLAA′B′LB −DLAA′B′LB ) ≥ ρLAA′B′LB , (3.11)
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while the definition in (3.4) gives that
Γ2→2(N ) = min ‖TrAB{VSAABSB + YSAABSB}‖∞ , (3.12)
subject to the constraints
VSAABSB , YSAABSB ≥ 0, (3.13)
TBSB (VSAABSB − YSAABSB ) ≥ JNSAABSB . (3.14)
The identity in (2.47) implies that the left-hand side of (3.8) is equal to
W (LAA;BLB)ω = min Tr{ELAABLB + FLAABLB}, (3.15)
subject to the constraints
ELAABLB , FLAABLB ≥ 0, (3.16)
NA′B′→AB(ρLAA′B′LB ) ≤ TBLB (ELAABLB − FLAABLB ). (3.17)
Once we have these SDP formulations, we can now show that the inequality in (3.8) holds by
making appropriate choices for ELAABLB , FLAABLB . Let CLAA′B′LB and DLAA′B′LB be optimal for
W (LAA
′;B′LB)ρ, and let VLAABLB and YLAABLB be optimal for Γ
2→2(N ). Let |Υ〉SASB :A′B′ be
the maximally entangled vector. Choose
ELAABLB = 〈Υ|LALB :A′B′ CLAA′B′LB ⊗ VSAABSB +DLAA′B′LB ⊗ YLAABLB |Υ〉SASB :A′B′ (3.18)
FLAABLB = 〈Υ|SASB :A′B′ CLAA′B′LB ⊗ YSAABSB +DLAA′B′LB ⊗ VSAABSB |Υ〉SASB :A′B′ . (3.19)
The above choices can be thought of as bidirectional generalizations of those made in the proof
of [BW17, Proposition 1] (see also [WFD17, Proposition 6]), and they can be understood roughly
via (2.9) as a post-selected teleportation of the optimal operators of W (LAA
′;B′LB)ρ through the
optimal operators of Γ2→2(N ), with the optimal operators of W (LAA′;B′LB)ρ being in correspon-
dence with the Choi operator JNSAABSB through (3.14). Then, we have, ELAABLB , FLAABLB ≥ 0,
because
CLAA′B′LB , DLAA′B′LB , YSAABSB , VSAABSB ≥ 0. (3.20)
Also, consider that
ELAABLB − FLAABLB
= 〈Υ|SASB :A′B′ (CLAA′B′LB −DLAA′B′LB )⊗ (VSAABSB − YSAABSB ) |Υ〉SASB :A′B′ (3.21)
= TrSAA′B′SB{|Υ〉〈Υ|SASB :A′B′ (CLAA′B′LB −DLAA′B′LB )⊗ (VSAABSB − YSAABSB )}. (3.22)
Then, using the abbreviations E′ := ELAABLB , F
′ := FLAABLB , C
′ := CLAA′B′LB , D
′ := DLAA′B′LB ,
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V ′ := VSAABSB , and Y
′ := YSAABSB , we have
TBLB (E
′ − F ′) = TBLB
[
TrSAA′B′SB{|Υ〉〈Υ|SASB :A′B′ (C ′ −D′)⊗ (V ′ − Y ′)}
]
(3.23)
= TBLB
[
TrSAA′B′SB{|Υ〉〈Υ|SASB :A′B′ (C ′ −D′)⊗ (TSB ◦TSB )(V ′ − Y ′)}
]
(3.24)
= TBLB
[
TrSAA′B′SB{TSB |Υ〉〈Υ|SASB :A′B′ (C ′ −D′)⊗ TSB (V ′ − Y ′)}
]
(3.25)
= TBLB
[
TrSAA′B′SB{|Υ〉〈Υ|SASB :A′B′ TB′(C ′ −D′)⊗ TSB (V ′ − Y ′)}
]
(3.26)
= TrSAA′B′SB{|Υ〉〈Υ|SASB :A′B′ TB′LB (C ′ −D′)⊗ TBSB (V ′ − Y ′)} (3.27)
≥ 〈Υ|SASB :AB ρLAA′B′LB ⊗ JNSAABSB |Υ〉SASB :AB (3.28)
= NA′B′→AB(ρLAA′B′LB ). (3.29)
In the above, we employed properties of the partial transpose reviewed in (2.11)–(2.13). Now,
consider that
Tr{ELAABLB + FLAABLB}
= Tr{〈Υ|SASB :A′B′ (CLAA′B′LB +DLAA′B′LB )⊗ (VSAABSB + YSAABSB ) |Υ〉SASB :A′B′} (3.30)
= Tr{(CLAA′B′LB +DLAA′B′LB )TA′B′(VA′ABB′ + YA′ABB′)} (3.31)
= Tr{(CLAA′B′LB +DLAA′B′LB )TA′B′(TrAB{VA′ABB′ + YA′ABB′)}} (3.32)
≤ Tr{(CLAA′B′LB +DLAA′B′LB )} ‖TA′B′(TrAB{VA′ABB′ + YA′ABB′)}‖∞ (3.33)
= Tr{(CLAA′B′LB +DLAA′B′LB )} ‖TrAB{VA′ABB′ + YA′ABB′}‖∞ (3.34)
= W (LAA
′;B′LB)ρ · Γ2→2(N ). (3.35)
The inequality is a consequence of Ho¨lder’s inequality [Bha97]. The final equality follows because
the spectrum of a positive semi-definite operator is invariant under the action of a full transpose
(note, in this case, TA′B′ is the full transpose as it acts on reduced positive semi-definite operators
VA′B′ and YA′B′).
Therefore, we can infer that our choices of ELAABLB , FLAABLB are feasible for W (LAA;BLB)ω.
Since W (LAA;BLB)ω involves a minimization over all ELAABLB , FLAABLB satisfying (3.16) and
(3.17), this concludes our proof of (3.8).
An immediate corollary of Proposition 1 is the following:
Corollary 1 Amortization does not enhance the bidirectional max-Rains information of a bidirec-
tional quantum channel NA′B′→AB; i.e., the following inequality holds
R2→2max,A(N ) ≤ R2→2max (N ), (3.36)
where R2→2max,A(N ) is the amortized entanglement of a bidirectional channel N , i.e.,
R2→2max,A(N ) := sup
ρLAA′B′LB
[
Rmax(LAA;BLB)σ −Rmax(LAA′;B′LB)ρ
]
, (3.37)
and σLAABLB := NA′B′→AB(ρLAA′B′LB ).
18
Proof. The inequality R2→2max,A(N ) ≤ R2→2max (N ) is an immediate consequence of Proposition 1. Let
ρLAA′B′LB denote an arbitrary input state. Then from Proposition 1
Rmax(LAA;BLB)ω −Rmax(LAA′;B′LB)ρ ≤ R2→2max (N ), (3.38)
where ωLAABLB = NA′B′→AB(ρLAA′B′LB ). As the inequality holds for any state ρLAA′B′LB , we
conclude that R2→2max,A(N ) ≤ R2→2max (N ).
3.2 Application to entanglement generation
In this section, we discuss the implication of Proposition 1 for PPT-assisted entanglement generation
from a bidirectional channel. Suppose that two parties Alice and Bob are connected by a bipartite
quantum interaction. Suppose that the systems that Alice and Bob hold are A′ and B′, respectively.
The bipartite quantum interaction between them is represented by a bidirectional quantum channel
NA′B′→AB, where output systems A and B are in possession of Alice and Bob, respectively. This
kind of protocol was considered in [BHLS03] when there is LOCC assistance.
3.2.1 Protocol for PPT-assisted bidirectional entanglement generation
We now discuss PPT-assisted entanglement generation protocols that make use of a bidirectional
quantum channel. We do so by generalizing the point-to-point communication protocol discussed
in [KW17] to the bidirectional setting.
In a PPT-assisted bidirectional protocol, as depicted in Figure 1, Alice and Bob are spatially
separated and they are allowed to undergo a bipartite quantum interaction NA′B′→AB, where for
a fixed basis {|i〉B|j〉LB}i,j , the partial transposition TBLB is considered on systems associated to
Bob. Alice holds systems labeled by A′, A whereas Bob holds B′, B. They begin by performing a
PPT-preserving channel P(1)∅→LA1A′1B′1LB1 , which leads to a PPT state ρ
(1)
LA1A
′
1B
′
1LB1
, where LA1 , LB1
are finite-dimensional systems of arbitrary size and A′1, B′1 are input systems to the first channel
use. Alice and Bob send systems A′1 and B′1, respectively, through the first channel use, which
yields the output state σ
(1)
LA1A1B1LB1
:= NA′1B′1→A1B1(ρ
(1)
LA1A
′
1B
′
1LB1
). Alice and Bob then perform
the PPT-preserving channel P(2)
LA1A1B1LB1→LA2A′2B′2LB2
, which leads to the state ρ
(2)
LA2A
′
2B
′
2LB2
:=
P(2)
LA1A1B1LB1→LA2A′2B′2LB2
(σ
(1)
LA1A1B1LB1
). Both parties then send systems A′2, B′2 through the second
channel use NA′2B′2→A2B2 , which yields the state σ
(2)
LA2A2B2LB2
:= NA′2B′2→A2B2(ρ
(2)
LA2A
′
2B
′
2LB2
). They
iterate this process such that the protocol makes use of the channel n times. In general, we have
the following states for the ith use, for i ∈ {2, 3, . . . , n}:
ρ
(i)
LAiA
′
iB
′
iLBi
:= P(i)
LAi−1Ai−1Bi−1LBi−1→LAiA′iB′iLBi
(σ
(i−1)
LAi−1Ai−1Bi−1LBi−1
), (3.39)
σ
(i)
LAiAiBiLBi
:= NA′iB′i→AiBi(ρ
(i)
LAiA
′
iB
′
iLBi
), (3.40)
where P(i)
LAi−1Ai−1Bi−1LBi−1→LAiA′iB′iLBi
is a PPT-preserving channel, with the partial transposition
acting on systems Bi−1, LBi−1 associated to Bob. In the final step of the protocol, a PPT-preserving
channel P(n+1)LAnAnBnLBn→MAMB is applied, that generates the final state:
ωMAMB := P(n+1)LAnAnBnLBn→MAMB (σ
(n)
LAnA
′
nB
′
nLBn
), (3.41)
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where MA and MB are held by Alice and Bob, respectively.
The goal of the protocol is for Alice and Bob to distill entanglement in the end; i.e., the final
state ωMAMB should be close to a maximally entangled state. For a fixed n, M ∈ N, ε ∈ [0, 1],
the original protocol is an (n,M, ε) protocol if the channel is used n times as discussed above,
|MA| = |MB| = M , and if
F (ωMAMB ,ΦMAMB ) = 〈Φ|MAMB ωMAMB |Φ〉AB (3.42)
≥ 1− ε, (3.43)
where ΦMAMB is the maximally entangled state. A rate R is said to be achievable for PPT-
assisted bidirectional entanglement generation if for all ε ∈ (0, 1], δ > 0, and sufficiently large
n, there exists an (n, 2n(R−δ), ε) protocol. The PPT-assisted bidirectional quantum capacity of a
bidirectional channel N , denoted as Q2→2PPT(N ), is equal to the supremum of all achievable rates.
Whereas, a rate R is a strong converse rate for PPT-assisted bidirectional entanglement generation
if for all ε ∈ [0, 1), δ > 0, and sufficiently large n, there does not exist an (n, 2n(R+δ), ε) protocol.
The strong converse PPT-assisted bidirectional quantum capacity Q˜2→2PPT(N ) is equal to the infimum
of all strong converse rates. A bidirectional channel N is said to obey the strong converse property
for PPT-assisted bidirectional entanglement generation if Q2→2PPT(N ) = Q˜2→2PPT(N ).
We note that every LOCC channel is a PPT-preserving channel. Given this, the well-known
fact that teleportation [BBC+93] is an LOCC channel, and PPT-preserving channels are allowed
for free in the above protocol, there is no difference between an (n,M, ε) entanglement generation
protocol and an (n,M, ε) quantum communication protocol. Thus, all of the capacities for quantum
communication are equal to those for entanglement generation.
Also, one can consider the whole development discussed above for LOCC-assisted bidirectional
quantum communication instead of more general PPT-assisted bidirectional quantum communica-
tion. All the notions discussed above follow when we restrict the class of assisting PPT-preserving
channels allowed to be LOCC channels. It follows that the LOCC-assisted bidirectional quan-
tum capacity Q2→2LOCC(N ) and the strong converse LOCC-assisted quantum capacity Q˜2→2LOCC(N ) are
bounded from above as
Q2→2LOCC(N ) ≤ Q2→2PPT(N ), (3.44)
Q˜2→2LOCC(N ) ≤ Q˜2→2PPT(N ). (3.45)
Also, the capacities of bidirectional quantum communication protocols without any assistance are
always less than or equal to the LOCC-assisted bidirectional quantum capacities.
The following lemma will be useful in deriving upper bounds on the bidirectional quantum
capacities in the forthcoming sections, and it represents a generalization of the amortization idea
to the bidirectional setting (see [BHLS03] in this context).
Lemma 4 Let EntPPT(A;B)ρ be a bipartite entanglement measure for an arbitrary bipartite state
ρAB. Suppose that EntPPT(A;B)ρ vanishes for all ρAB ∈ PPT(A : B) and is monotone non-
increasing under PPT-preserving channels. Consider an (n,M, ε) protocol for PPT-assisted entan-
glement generation over a bidirectional quantum channel NA′B′→AB, as described in Section 3.2.1.
Then, the following bound holds:
EntPPT(MA;MB)ω ≤ nEntPPT,A(N ), (3.46)
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where EntPPT,A(N ) is the amortized entanglement of a bidirectional channel N , i.e.,
EntPPT,A(N ) := sup
ρLAA′B′LB
[
EntPPT(LAA;BLB)σ − EntPPT(LAA′;B′LB)ρ
]
, (3.47)
such that σLAABLB := NA′B′→AB(ρLAA′B′LB ).
Proof. From Section 3.2.1, as Ent is monotonically non-increasing under the action of PPT-
preserving channels, we get that
EntPPT(MA;MB)ω ≤ EntPPT(LAnAn;BnLBn)σ(n) (3.48)
= EntPPT(LAnAn;BnLBn)σ(n) − EntPPT(LA1A′1;B′1LB1)ρ(1) (3.49)
= EntPPT(LAnAn;BnLBn)σ(n)
+
[
n∑
i=2
EntPPT(LAiA
′
i;B
′
iLBi)ρ(i) − EntPPT(LAiA′i;B′iLBi)ρ(i)
]
− EntPPT(LA1A′1;B′1LB1)ρ(1) (3.50)
≤
n∑
i=1
[
EntPPT(LAiAi;BiLBi)σ(i) − EntPPT(LAiA′i;B′iLBi)ρ(i)
]
(3.51)
≤ nEntPPT,A(N ). (3.52)
The first equality follows because ρ
(1)
LA1A
′
1B
′
1LB1
is a PPT state with vanishing EntPPT. The second
equality follows trivially because we add and subtract the same terms. The second inequality follows
because EntPPT(LAiA
′
i;B
′
iLBi)ρ(i) ≤ EntPPT(LAi−1Ai−1;Bi−1LBi−1)σ(i−1) for all i ∈ {2, 3, . . . , n},
due to monotonicity of the EntPPT with respect to PPT-preserving channels. The final inequality
follows by applying the definition in (3.47) to each summand.
3.2.2 Strong converse rate for PPT-assisted bidirectional entanglement generation
We now establish the following upper bound on the bidirectional entanglement generation rate
1
n log2M (qubits per channel use) of any (n,M, ε) PPT-assisted protocol:
Theorem 1 For a fixed n, M ∈ N, ε ∈ (0, 1), the following bound holds for an (n,M, ε) protocol
for PPT-assisted bidirectional entanglement generation over a bidirectional quantum channel N :
1
n
log2M ≤ R2→2max (N ) +
1
n
log2
(
1
1− ε
)
. (3.53)
Proof. From Section 3.2.1, we have that
Tr{ΦMAMBωMAMB} ≥ 1− ε, (3.54)
while [Rai99, Lemma 2] implies that
∀σMAMB ∈ PPT′(MA : MB), Tr{ΦMAMBσMAMB} ≤
1
M
. (3.55)
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Under an “entanglement test”, which is a measurement with POVM {ΦMAMB , IMAMB −ΦMAMB},
and applying the data processing inequality for the max-relative entropy, we find that
Rmax(MA;MB)ω ≥ log2[(1− ε)M ]. (3.56)
Applying Lemma 4 and Proposition 1, we get that
Rmax(MA;MB)ω ≤ nR2→2max (N ). (3.57)
Combining (3.56) and (3.57), we get the desired inequality (3.53).
Remark 3 The bound in (3.53) can also be rewritten as
1− ε ≤ 2−n[Q−R2→2max (N )], (3.58)
where we set the rate Q = 1n log2M . Thus, if the bidirectional communication rate Q is strictly
larger than the bidirectional max-Rains information R2→2max (N ), then the fidelity of the transmission
(1− ε) decays exponentially fast to zero in the number n of channel uses.
An immediate corollary of the above remark is the following strong converse statement:
Corollary 2 The strong converse PPT-assisted bidirectional quantum capacity of a bidirectional
channel N is bounded from above by its bidirectional max-Rains information:
Q˜2→2PPT(N ) ≤ R2→2max (N ). (3.59)
4 Secret key distillation from bipartite quantum interactions
In this section, we define the bidirectional max-relative entropy of entanglement E2→2max (N ). The
main goal of this section is to derive an upper bound on the rate at which secret key can be
distilled from a bipartite quantum interaction. In deriving this bound, we consider private com-
munication protocols that use a bidirectional quantum channel, and we make use of recent tech-
niques developed in quantum information theory for point-to-point private communication protocols
[HHHO09, WTB17, CMH17, KW17].
4.1 Bidirectional max-relative entropy of entanglement
The following definition generalizes a channel’s max-relative entropy of entanglement from [CMH17]
to the bidirectional setting:
Definition 6 (Bidirectional max-relative entropy of entanglement) The bidirectional max-
relative entropy of entanglement of a bidirectional channel NA′B′→AB is defined as
E2→2max (N ) = sup
ψSAA′⊗ϕB′SB
Emax(SAA;BSB)ω, (4.1)
where ωSAABSB := NA′B′→AB(ψSAA′ ⊗ ϕB′SB ) and ψSAA′ and ϕB′SB are pure bipartite states such
that SA ' A′, and SB ' B′.
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Remark 4 Note that we could define E2→2max (N ) to have an optimization over separable input states
ρSAA′B′SB ∈ SEP(SAA′ :B′SB) with finite-dimensional, but arbitrarily large auxiliary systems SA
and SB. However, the quasi-convexity of the max-relative entropy of entanglement [Dat09b, Dat09a]
and the Schmidt decomposition theorem guarantee that it suffices to restrict the optimization to be
as stated in Definition 6.
Proposition 2 (Amortization ineq. for bidirectional max-relative entropy) Let ρLAA′B′LB
be a state and let NA′B′→AB be a bidirectional channel. Then
Emax(LAA;BLB)ω ≤ Emax(LAA′;B′LB)ρ + E2→2max (N ), (4.2)
where ωLAABLB = NA′B′→AB(ρLAA′B′LB ) and E2→2max (N ) is the bidirectional max-relative entropy of
entanglement of NA′B′→AB.
Proof. Let us consider states σ′LAA′B′LB ∈ SEP(LAA′ :B′LB) and σLAABLB ∈ SEP(LAA :BLB),
where LA and LB are finite-dimensional, but arbitrarily large. With respect to the bipartite cut
LAA : BLB, the following inequality holds
Emax(LAA;BLB)ω ≤ Dmax(NA′B′→AB(ρLAA′B′LB )‖σLAABLB ). (4.3)
Applying the data-processed triangle inequality [CMH17, Theorem III.1], we find that
Dmax(NA′B′→AB(ρLAA′B′LB )‖σLAABLB )
≤ Dmax(ρLAA′B′LB‖σ′LAA′B′LB ) +Dmax(NA′B′→AB(σ′LAA′B′LB )‖σLAABLB ). (4.4)
Since σ′LAA′B′LB and σLAABLB are arbitrary separable states, we arrive at
Emax(LAA;BLB)ω ≤ Emax(LAA′;B′LB)ρ + Emax(NA′B′→AB(σ′LAA′B′LB )), (4.5)
where ωLAABLB = NA′B′→AB(ρLAA′B′LB ). This implies the desired inequality after applying the
observation in Remark 4, given that σ′LAA′B′LB ∈ SEP(LAA′ :B′LB).
An immediate consequence of Proposition 2 is the following corollary:
Corollary 3 Amortization does not enhance the bidirectional max-relative entropy of entanglement
of a bidirectional quantum channel NA′B′→AB; and the following equality holds:
E2→2max,A(N ) = E2→2max (N ), (4.6)
where E2→2max,A(N ) is the amortized entanglement of a bidirectional channel N , i.e.,
E2→2max,A(N ) := sup
ρLAA′B′LB
[
Emax(LAA;BLB)σ − Emax(LAA′;B′LB)ρ
]
, (4.7)
and σLAABLB := NA′B′→AB(ρLAA′B′LB ).
Proof. The inequality E2→2max,A(N ) ≥ E2→2max (N ) always holds. The other inequality E2→2max,A(N ) ≤
E2→2max (N ) is an immediate consequence of Proposition 2 (the argument is similar to that given in
the proof of Corollary 1).
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4.2 Application to secret key agreement
4.2.1 Protocol for LOCC-assisted bidirectional secret key agreement
We first introduce an LOCC-assisted secret key agreement protocol that employs a bidirectional
quantum channel.
In an LOCC-assisted bidirectional secret key agreement protocol, Alice and Bob are spatially
separated and they are allowed to make use of a bipartite quantum interaction NA′B′→AB, where
the bipartite cut is considered between systems associated to Alice and Bob, LAA : LBB. Let
UNA′B′→ABE be an isometric channel extending NA′B′→AB:
UNA′B′→ABE(·) = UNA′B′→ABE(·)
(
UNA′B′→ABE
)†
, (4.8)
where UNA′B′→ABE is an isometric extension of NA′B′→AB. We assume that the eavesdropper Eve
has access to the system E, also referred to as the environment, as well as a coherent copy of
the classical communication exchanged between Alice and Bob. One could also consider a weaker
assumption, in which the eavesdropper has access to only part of E = E′E′′.
Alice and Bob begin by performing an LOCC channel L(1)∅→LA1A′1B′1LB1 , which leads to a state
ρ
(1)
LA1A
′
1B
′
1LB1
∈ SEP(LA1A′1 :B′1LB1), where LA1 , LB1 are finite-dimensional systems of arbitrary size
andA′1, B′1 are input systems to the first channel use. Alice and Bob send systemsA′1 andB′1, respec-
tively, through the first channel use, that outputs the state σ
(1)
LA1A1B1LB1
:= NA′1B′1→A1B1(ρ
(1)
LA1A
′
1B
′
1LB1
).
They then perform the LOCC channel L(2)
LA1A1B1LB1→LA2A′2B′2LB2
, which leads to the state ρ
(2)
LA2A
′
2B
′
2LB2
:=
L(2)
LA1A1B1LB1→LA2A′2B′2LB2
(σ
(1)
LA1A1B1LB1
). Both parties then send systems A′2, B′2 through the sec-
ond channel use NA′2B′2→A2B2 , which yields the state σ
(2)
LA2A2B2LB2
:= NA′2B′2→A2B2(ρ
(2)
LA2A
′
2B
′
2LB2
).
They iterate the process such that the protocol uses the channel n times. In general, we have the
following states for the ith channel use, for i ∈ {2, 3, . . . , n}:
ρ
(i)
LAiA
′
iB
′
iLBi
:= L(i)
LAi−1Ai−1Bi−1LBi−1→LAiA′iB′iLBi
(σ
(i−1)
LAi−1Ai−1Bi−1LBi−1
), (4.9)
σ
(i)
LAiAiBiLBi
:= NA′iB′i→AiBi(ρ
(i)
LAiA
′
iB
′
iLBi
), (4.10)
where L(i)
LAi−1Ai−1Bi−1LBi−1→LAiA′iB′iLBi
is an LOCC channel corresponding to the bipartite cut
LAi−1Ai−1 : Bi−1LBi−1 . In the final step of the protocol, an LOCC channel L(n+1)LAnAnBnLBn→KAKB
is applied, which generates the final state:
ωKAKB := L(n+1)LAnA′nB′nLBn→KAKB (σ
(n)
LAnA
′
nB
′
nLBn
), (4.11)
where the key systems KA and KB are held by Alice and Bob, respectively.
The goal of the protocol is for Alice and Bob to distill a secret key state, such that the systems
KA and KB are maximally classical correlated and tensor product with all of the systems that Eve
possesses (see Section 2.5 for a review of tripartite secret key states).
4.2.2 Purifying an LOCC-assisted bidirectional secret key agreement protocol
As observed in [HHHO05, HHHO09] and reviewed in Section 2.5, any protocol of the above form,
discussed in Section 4.2.1, can be purified in the following sense.
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The initial state ρ
(1)
LA1A
′
1B
′
1LB1
∈ SEP(LA1A′1 :B′1LB1) is of the following form:
ρ
(1)
LA1A
′
1B
′
1LB1
:=
∑
y1
pY1(y1)τ
y1
LA1A
′
1
⊗ ςy1
LB1B
′
1
. (4.12)
The classical random variable Y1 corresponds to a message exchanged between Alice and Bob to
establish this state. It can be purified in the following way:
|ψ(1)〉Y1SA1LA1A′1B′1LB1SB1 :=
∑
y1
√
pY1(y1) |y1〉Y1 ⊗ |τy1〉SA1LA1A′1 ⊗ |ς
y1〉SB1LB1B′1 , (4.13)
where SA1 and SB1 are local “shield” systems that in principle could be held by Alice and Bob,
respectively, |τy1〉SA1LA1A′1 and |ς
y1〉SB1LB1B′1 purify τ
y1
LA1A
′
1
and ςy1
LB1B
′
1
, respectively, and Eve pos-
sesses system Y1, which contains a coherent classical copy of the classical data exchanged between
Alice and Bob. Each LOCC channel L(i)
LAi−1Ai−1Bi−1LBi−1→LAiA′iB′iLBi
can be written in the following
form [Wat15], for all i ∈ 2, 3, . . . , n:
L(i)
LAi−1Ai−1Bi−1LBi−1→LAiA′iB′iLBi
:=
∑
yi
Eyi
LAi−1Ai−1→LAiA′i
⊗Fyi
Bi−1LBi−1→B′iLBi
, (4.14)
where {Eyi
LAi−1Ai−1→LAiA′i
}yi and {FyiBi−1LBi−1→B′iLBi}yi are collections of completely positive, trace
non-increasing maps such that the map in (4.14) is trace preserving. Such an LOCC channel can
be purified to an isometry in the following way:
UL
(i)
LAi−1Ai−1Bi−1LBi−1→YiSAiLAiA′iB′iLBiSBi
:=
∑
yi
|yi〉Yi⊗UE
yi
LAi−1Ai−1→SAiLAiA′i⊗U
Fyi
Bi−1LBi−1→B′iLBiSBi ,
(4.15)
where {UEyiLAi−1Ai−1→SAiLAiA′i}yi and {U
Fyi
Bi−1LBi−1→B′iLBiSBi
}yi are collections of linear operators
(each of which is a contraction, i.e.,
∥∥∥UEyiLAi−1Ai−1→SAiLAiA′i∥∥∥∞ ,
∥∥∥UFyiBi−1LBi−1→B′iLBiSBi∥∥∥∞ ≤ 1 for
all yi) such that the linear operator U
L(i) in (4.15) is an isometry, the system Yi being held by Eve.
The final LOCC channel can be written similarly as
L(n+1)LAnA′nB′nLBn→KAKB :=
∑
yn+1
Eyn+1LAnAn→KA ⊗F
yn+1
BnLBn→KB , (4.16)
and it can be purified to an isometry similarly as
UL
(n+1)
LAnAnBnLBn→Yn+1SAn+1KAKBSBn+1 :=
∑
yn+1
|yn+1〉Yn+1 ⊗ UE
yn+1
LAnAn→SAn+1KA ⊗ U
Fyn+1
KBSBn+1
. (4.17)
Furthermore, each channel use NA′iB′i→AiBi , for all i ∈ {1, 2, . . . , n}, is purified by an isometry
UNA′iB′i→AiBiEi , such that Eve possesses the environment system Ei.
At the end of the purified protocol, Alice possesses the key system KA and the shield sys-
tems SA := SA1SA2 · · ·SAn+1 , Bob possesses the key system KB and the shield systems SB :=
SB1SB2 · · ·SBn+1 , and Eve possesses the environment systems En := E1E2 · · ·En as well as the
coherent copies Y n+1 := Y1Y2 · · ·Yn+1 of the classical data exchanged between Alice and Bob. The
state at the end of the protocol is a pure state ωY n+1SAKAKBSBEn .
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For a fixed n,K ∈ N, ε ∈ [0, 1], the original protocol is an (n,K, ε) protocol if the channel is
used n times as discussed above, |KA| = |KB| = K, and if
F (ωSAKAKBSB , γSAKAKBSB ) ≥ 1− ε, (4.18)
where γSAKAKBSB is a bipartite private state. A rate R is said to be achievable for LOCC-assisted
bidirectional secret key agreement if for all ε ∈ (0, 1], δ > 0, and sufficiently large n, there exists
an (n, 2n(R−δ), ε) protocol. The LOCC-assisted bidirectional secret-key-agreement capacity of a
bidirectional channel N , denoted as P 2→2LOCC(N ), is equal to the supremum of all achievable rates.
Whereas, a rate R is a strong converse rate for LOCC-assisted bidirectional secret key agreement
if for all ε ∈ [0, 1), δ > 0, and sufficiently large n, there does not exist an (n, 2n(R+δ), ε) protocol.
The strong converse LOCC-assisted bidirectional secret-key-agreement capacity P˜ 2→2LOCC(N ) is equal
to the infimum of all strong converse rates. A bidirectional channel N is said to obey the strong
converse property for LOCC-assisted bidirectional secret key agreement if P 2→2LOCC(N ) = P˜ 2→2LOCC(N ).
We note that the identity channel corresponding to no assistance is an LOCC channel. There-
fore, one can consider the whole development discussed above for bidirectional private communica-
tion without any assistance or feedback instead of LOCC-assisted communication. All the notions
discussed above follow when we exempt the employment of any non-trivial LOCC-assistance. It fol-
lows that, non-assisted bidirectional private capacity P 2→2n-a (N ) and the strong converse unassisted
bidirectional private capacity P˜ 2→2n-a (N ) are bounded from above as
P 2→2n-a (N ) ≤ P 2→2LOCC(N ), (4.19)
P˜ 2→2n-a (N ) ≤ P˜ 2→2LOCC(N ). (4.20)
The following lemma will be useful in deriving upper bounds on the bidirectional secret-key-
agreement capacity of a bidirectional channel. Its proof is very similar to the proof of Lemma 4,
and so we omit it.
Lemma 5 Let EntLOCC(A;B)ρ be a bipartite entanglement measure for an arbitrary bipartite state
ρAB. Suppose that EntLOCC(A;B)ρ vanishes for all ρAB ∈ SEP(A : B) and is monotone non-
increasing under LOCC channels. Consider an (n,K, ε) protocol for LOCC-assisted secret key
agreement over a bidirectional quantum channel NA′B′→AB as described in Section 4.2.2. Then the
following bound holds:
EntLOCC(SAKA;KBSB)ω ≤ nEntLOCC,A(N ), (4.21)
where EntLOCC,A(N ) is the amortized entanglement of a bidirectional channel N , i.e.,
EntLOCC,A(N ) := sup
ρLAA′B′LB
[
EntLOCC(LAA;BLB)σ − EntLOCC(LAA′;B′LB)ρ
]
, (4.22)
and σLAABLB := NA′B′→AB(ρLAA′B′LB ).
4.2.3 Strong converse rate for LOCC-assisted bidirectional secret key agreement
We now prove the following upper bound on the bidirectional secret key agreement rate 1n log2K
(secret bits per channel use) of any (n,K, ε) LOCC-assisted secret-key-agreement protocol:
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Theorem 2 For a fixed n, K ∈ N, ε ∈ (0, 1), the following bound holds for an (n,K, ε) protocol
for LOCC-assisted bidirectional secret key agreement over a bidirectional quantum channel N :
1
n
log2K ≤ E2→2max (N ) +
1
n
log2
(
1
1− ε
)
. (4.23)
Proof. From Section 4.2.2, the following inequality holds for an (n,K, ε) protocol:
F (ωSAKAKBSB , γSAKAKBSB ) ≥ 1− ε, (4.24)
for some bipartite private state γSAKAKBSB with key dimension K. From Section 2.5, ωSAKAKBSB
passes a γ-privacy test with probability at least 1 − ε, whereas any τSAKAKBSB ∈ SEP(SAKA :
KBSB) does not pass with probability greater than
1
K [HHHO09]. Making use of the discussion in
[CMH17, Sections III & IV] (i.e., from the monotonicity of the max-relative entropy of entanglement
under the γ-privacy test), we can conclude that
log2K ≤ Emax(SAKA;KBSB)ω + log2
(
1
1− ε
)
. (4.25)
Applying Lemma 5 and Corollary 3, we get that
Emax(SAKA;KBSB)ω ≤ nE2→2max (N ). (4.26)
Combining (4.25) and (4.26), we get the desired inequality in (4.23).
Remark 5 The bound in (4.23) can also be rewritten as
1− ε ≤ 2−n[P−E2→2max (N )], (4.27)
where we set the rate P = 1n log2K. Thus, if the bidirectional secret-key-agreement rate P is strictly
larger than the bidirectional max-relative entropy of entanglement E2→2max (N ), then the reliability and
security of the transmission (1 − ε) decays exponentially fast to zero in the number n of channel
uses.
An immediate corollary of the above remark is the following strong converse statement:
Corollary 4 The strong converse LOCC-assisted bidirectional secret-key-agreement capacity of a
bidirectional channel N is bounded from above by its bidirectional max-relative entropy of entan-
glement:
P˜ 2→2LOCC(N ) ≤ E2→2max (N ). (4.28)
5 Bidirectional channels with symmetry
Channels obeying particular symmetries have played an important role in several quantum infor-
mation processing tasks in the context of quantum communication protocols [BDSW96, HHH99,
Hol02], quantum computing and quantum metrology [DP05, JWD+08, DDanM14], and resource
theories [Fri15, BG15], etc.
In this section, we define bidirectional PPT- and teleportation-simulable channels by adapting
the definitions of point-to-point PPT- and LOCC-simulable channels [BDSW96, HHH99, KW17]
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to the bidirectional setting. Then, we give upper bounds on the entanglement and secret-key-
agreement capacities for communication protocols that employ bidirectional PPT- and teleportation-
simulable channels, respectively. These bounds are generally tighter than those given in the previ-
ous section, because they exploit the symmetry inherent in bidirectional PPT- and teleportation-
simulable channels.
Definition 7 (Bidirectional PPT-simulable) A bidirectional channel NA′B′→AB is PPT-simulable
with associated resource state θLALB ∈ D (HLA ⊗HLB ) if for all input states ρA′B′ ∈ D (HA′ ⊗HB′)
the following equality holds
NA′B′→AB (ρA′B′) = PLAA′B′LB→AB (ρA′B′ ⊗ θLALB ) , (5.1)
with PLAA′B′LB→AB being a PPT-preserving channel acting on LAA′ : LBB′, where the partial
transposition acts on the composite system LBB
′.
The following definition was given in [STM11] for the special case of bipartite unitary channels:
Definition 8 (Bidirectional teleportation-simulable) A bidirectional channel NA′B′→AB is
teleportation-simulable with associated resource state θLALB ∈ D (HLA ⊗HLB ) if for all input states
ρA′B′ ∈ D (HA′ ⊗HB′) the following equality holds
NA′B′→AB (ρA′B′) = LLAA′B′LB→AB (ρA′B′ ⊗ θLALB ) , (5.2)
where LLAA′B′LB→AB is an LOCC channel acting on LAA′ : LBB′.
Let G and H be finite groups, and for g ∈ G and h ∈ H, let g → UA′(g) and h→ VB′(h) be uni-
tary representations. Also, let (g, h)→WA(g, h) and (g, h)→ TB(g, h) be unitary representations.
A bidirectional quantum channel NA′B′→AB is bicovariant with respect to these representations if
the following relation holds for all input density operators ρA′B′ and group elements g ∈ G and
h ∈ H:
NA′B′→AB((UA′(g)⊗ VB′(h))(ρA′B′)) = (WA(g, h)⊗ TB(g, h))(NA′B′→AB(ρA′B′)), (5.3)
where U(g)(·) := U(g)(·) (U(g))† denotes the unitary channel associated with a unitary operator
U(g), with a similar convention for the other unitary channels above.
Definition 9 (Bicovariant channel) We define a bidirectional channel to be bicovariant if it is
bicovariant with respect to groups that have representations as unitary one-designs, i.e., 1|G|
∑
g UA′(g)(ρA′) =
piA′ and
1
|H|
∑
h VB′(h)(ρB′) = piB′.
An example of a bidirectional channel that is bicovariant is the controlled-NOT (CNOT) gate
[BDEJ95], for which we have the following covariances [Got99, GC99]:
CNOT(X ⊗ I) = (X ⊗X)CNOT, (5.4)
CNOT(Z ⊗ I) = (Z ⊗ I)CNOT, (5.5)
CNOT(Y ⊗ I) = (Y ⊗X)CNOT, (5.6)
CNOT(I ⊗X) = (I ⊗X)CNOT, (5.7)
CNOT(I ⊗ Z) = (Z ⊗ Z)CNOT, (5.8)
CNOT(I ⊗ Y ) = (Z ⊗ Y )CNOT, (5.9)
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where {I,X, Y, Z} is the Pauli group with the identity element I. A more general example of a
bicovariant channel is one that applies a CNOT with some probability and, with the complementary
probability, replaces the input with the maximally mixed state.
In [GC99], the prominent idea of gate teleportation was developed, wherein one can generate
the Choi state for the CNOT gate by sending in shares of maximally entangled states and then
simulate the CNOT gate’s action on any input state by using teleportation through the Choi state
(see also [NC97] for earlier related developments). This idea generalized the notion of teleportation
simulation of channels [BDSW96, HHH99] from the single-sender single-receiver setting to the
bidirectional setting. After these developments, [CDKL01, DBB08] generalized the idea of gate
teleportation to bipartite quantum channels that are not necessarily unitary channels.
The following result slightly generalizes the developments in [GC99, CDKL01, DBB08]:
Proposition 3 If a bidirectional channel NA′B′→AB is bicovariant, Definition 9, then it is teleportation-
simulable with resource state θLAABLB = NA′B′→AB(ΦLAA′ ⊗ ΦB′LB ) (Definition 8).
We give a proof of Proposition 3 in Appendix B.
We now establish an upper bound on the entanglement generation rate of any (n,M, ε) PPT-
assisted protocol that employs a bidirectional PPT-simulable channel.
Theorem 3 For a fixed n, M ∈ N, ε ∈ (0, 1), the following strong converse bound holds for
an (n,M, ε) protocol for PPT-assisted bidirectional entanglement generation over a bidirectional
PPT-simulable quantum channel N with associated resource state θLALB , Definition 7,
∀α > 1, 1
n
log2M ≤ R˜α(LA;LB)θ +
α
n(α− 1) log2
(
1
1− ε
)
, (5.10)
where R˜α(LA;LB)θ is the sandwiched Rains information (2.42) of the resource state θ.
Proof. The first few steps are similar to those in the proof of Theorem 1. From Section 3.2.1, we
have that
Tr{ΦMAMBωMAMB} ≥ 1− ε, (5.11)
while [Rai99, Lemma 2] implies that
∀σMAMB ∈ PPT′(MA :MB), Tr{ΦMAMBσMAMB} ≤
1
M
. (5.12)
Under an “entanglement test”, which is a measurement with POVM {ΦMAMB , IMAMB −ΦMAMB},
and applying the data processing inequality for the sandwiched Re´nyi relative entropy, we find that,
for all α > 1,
log2M ≤ R˜α(MA;MB)ω +
α
α− 1 log2
(
1
1− ε
)
. (5.13)
The sandwiched Rains relative entropy is monotonically non-increasing under the action of PPT-
preserving channels and vanishing for a PPT state. Applying Lemma 4, we find that
R˜α(MA;MB)ω ≤ n sup
ρLAA′B′LB
[
R˜α(LAA;BLB)N (ρ) − R˜α(LAA′;B′LB)ρ
]
. (5.14)
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As stated in Definition 7, a PPT-simulable bidirectional channel NA′B′→AB with associated
resource state θLALB is such that, for any input state ρ
′
A′B′ ,
NA′B′→AB
(
ρ′A′B′
)
= PLAA′B′LB→AB
(
ρ′A′B′ ⊗ θLALB
)
. (5.15)
Then, for any input state ω′SAA′B′SB ,
R˜α(SAA;BSB)P(ω′⊗θ) − R˜α(SAA′;B′SB)ω′
≤ R˜α(LASAA′;B′SBLB)ω′⊗θ − R˜α(SAA′;B′SB)ω′ (5.16)
≤ R˜α(SAA′;B′SB)ω′ + R˜α(LA;LB)θ − R˜α(SAA′;B′SB)ω′ (5.17)
= R˜α(LA;LB)θ. (5.18)
The first inequality follows from monotonicity of R˜α with respect to PPT-preserving channels. The
second inequality follows because R˜α is sub-additive with respect to tensor-product states.
Applying the bound in (5.18) to (5.14), we find that
R˜α(MA;MB)ω ≤ nR˜α(LA;LB)θ. (5.19)
Combining (5.13) and (5.19), we get the desired inequality in (5.10).
Now we establish an upper bound on the secret key rate of an (n,K, ε) secret-key-agreement
protocol that employs a bidirectional teleportation-simulable channel.
Theorem 4 For a fixed n, K ∈ N, ε ∈ (0, 1), the following strong converse bound holds for
an (n,K, ε) protocol for secret key agreement over a bidirectional teleportation-simulable quantum
channel N with associated resource state θLALB :
∀α > 1, 1
n
log2K ≤ E˜α(LA;LB)θ +
α
n(α− 1) log2
(
1
1− ε
)
, (5.20)
where E˜α(LA;LB)θ is the sandwiched relative entropy of entanglement (2.50) of the resource state
θLALB .
Proof. As stated in Definition 7, a bidirectional teleportation-simulable channel NA′B′→AB is such
that, for any input state ρ′A′B′ ,
NA′B′→AB
(
ρ′A′B′
)
= LLAA′B′LB→AB
(
ρ′A′B′ ⊗ θLALB
)
. (5.21)
Then, for any input state ω′L′AA′B′L′B ,
E˜α(L
′
AA;BL
′
B)L(ω′⊗θ) − E˜α(L′AA′;B′L′B)ω′
≤ E˜α(LAL′AA′;B′L′BLB)ω′⊗θ − E˜α(L′AA′;B′L′B)ω′ (5.22)
≤ E˜α(L′AA′;B′L′B)ω′ + E˜α(LA;LB)θ − E˜α(L′AA′;B′L′B)ω′ (5.23)
= E˜α(LA;LB)θ. (5.24)
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The first inequality follows from monotonicity of E˜α with respect to LOCC channels. The second
inequality follows because E˜α is sub-additive.
From Section 4.2.2, the following inequality holds for an (n,K, ε) protocol:
F (ωSAKAKBSB , γSAKAKBSB ) ≥ 1− ε, (5.25)
for some bipartite private state γSAKAKBSB with key dimension K. From Section 2.5, ωSAKAKBSB
passes a γ-privacy test with probability at least 1 − ε, whereas any τSAKAKBSB ∈ SEP(SAKA :
KBSB) does not pass with probability greater than
1
K [HHHO09]. Making use of the results in
[WTB17, Section 5.2], we conclude that
log2K ≤ E˜α(SAKA;KBSB)ω +
α
α− 1 log2
(
1
1− ε
)
. (5.26)
Now we can follow steps similar to those in the proof of Theorem 3 in order to arrive at (5.20).
We can also establish the following weak converse bounds, by combining the above approach
with that in [KW17, Section 3.5]:
Remark 6 The following weak converse bound holds for an (n,M, ε) PPT-assisted bidirectional
quantum communication protocol (Section 3.2.1) that employs a bidirectional PPT-simulable quan-
tum channel N with associated resource state θLALB
(1− ε) log2M
n
≤ R(LA;LB)θ + 1
n
h2(ε), (5.27)
where R(LA;LB)θ is defined in (2.40) and h2(ε) := −ε log2 ε− (1− ε) log2(1− ε).
Remark 7 The following weak converse bound holds for an (n,K, ε) LOCC-assisted bidirectional
secret key agreement protocol (Section 4.2.2) that employs a bidirectional teleportation-simulable
quantum channel N with associated resource state θLALB
(1− ε) log2K
n
≤ E(LA;LB)θ + 1
n
h2(ε), (5.28)
where E(LA;LB)θ is defined in (2.51).
Since every LOCC channel LLAA′B′LB→AB acting with respect to the bipartite cut LAA′ : LBB′
is also a PPT-preserving channel with the partial transposition action on LBB
′, it follows that
bidirectional teleportation-simulable channels are also bidirectional PPT-simulable channels. Based
on Proposition 3, Theorem 3, Theorem 4, and the limits n→∞ and then α → 1 (in this order),1
we can then conclude the following strong converse bounds:
Corollary 5 If a bidirectional quantum channel N is bicovariant (Definition 9), then
Q˜2→2PPT(N ) ≤ R(LAA;BLB)θ, (5.29)
P˜ 2→2LOCC(N ) ≤ E(LAA;BLB)θ, (5.30)
where θLAABLB = NA′B′→AB(ΦLAA′⊗ΦB′LB ), and Q˜2→2PPT(N ) and P˜ 2→2LOCC(N ) denote the strong con-
verse PPT-assisted bidirectional quantum capacity and strong converse LOCC-assisted bidirectional
secret-key-agreement capacity, respectively, of a bidirectional channel N .
1One could also set α = 1 + 1/
√
n and then take the limit n→∞.
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6 Private reading of a read-only memory device
Devising a communication or information processing protocol that is secure against an eavesdropper
is an area of primary interest in information theory. In this section, we introduce the task of private
reading of information stored in a memory device. A secret message can either be encrypted in
a computer program with circuit gates [BRV00] or in a physical storage device [Pir11], such as
a CD-ROM, DVD, etc. Here we limit ourselves to the case in which these computer programs
or physical storage devices are used for read-only tasks; for simplicity, we refer to such media as
memory devices.
In [BRV00], a communication setting was considered in which a memory cell consists of unitary
operations that encode a classical message. This model was generalized and studied under the name
“quantum reading” in [Pir11], and it was applied to the setting of an optical memory. In subsequent
works [PLG+11, LP17, DW17], the model was extended to a memory cell consisting of arbitrary
quantum channels. In [DW17], the most natural and general definition of the reading capacity of a
memory cell was given, and this work also determined the reading capacities for some broad classes
of memory cells. Quantum reading can be understood as a direct application of quantum channel
discrimination [Kit97, Fuj01, DPP01, Aci01, WY06, DFY09, HHLW10, CMW16, DGLL16]. In
many cases, one can achieve performance better than what can be achieved when using a classical
strategy [PLG+11, GDN+11, GW12, WGTL12, LP17]. In [Spe15], the author discussed the security
of a message encoded using a particular class of optical memory cells against readers employing
classical strategies.
In a reading protocol, it is assumed that the reader has a description of a memory cell, which
is a set of quantum channels. The memory cell is used to encode a classical message in a memory
device. The memory device containing the encoded message is then delivered to the interested
reader, whose task is to read out the message stored in it. To decode the message, the reader
can transmit a quantum state to the memory device and perform a quantum measurement on the
output state. In general, since quantum channels are noisy, there is a loss of information to the
environment, and there is a limitation on how well information can be read out from the memory
device.
To motivate the task of private reading, consider that once quantum computers are built, the
readers can use these computers to transmit quantum states as a probe and then perform a joint
measurement for reading the memory device. There could be a circumstance in which an individual
would have to access a quantum computer in a public library under the surveillance of a librarian
or other parties, whom we suppose to be a passive eavesdropper Eve. In such a situation, an
individual would want information in a memory device not to be leaked to Eve, who has access
to the environment, for security and privacy reasons. This naturally gives rise to the question of
whether there exists a protocol for reading out a classical message that is secure from a passive
eavesdropper.
In what follows, we introduce the details of private reading: briefly, it is the task of reading out
a classical message (key) stored in a memory device, encoded with a memory cell, by the reader
such that the message is not leaked to Eve. We also mention here that private reading can be
understood as a particular kind of secret-key-agreement protocol that employs a particular kind of
bipartite interaction, and thus, there is a strong link between the developments in Section 4 and
what follows (we elaborate on this point in what follows).
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Figure 2: The figure depicts a private reading protocol that calls a memory cell three times to
decode the key k as kˆ. See the discussion in Section 6.1 for a detailed description of a private
reading protocol.
6.1 Private reading protocol
In a private reading protocol, we consider an encoder and a reader (decoder). Alice, an encoder,
is one who encodes a secret classical message onto a read-only memory device that is delivered to
Bob, a receiver, whose task is to read the message. We also refer to Bob as the reader. The private
reading task comprises the estimation of the secret message encoded in the form of a sequence of
quantum wiretap channels chosen from a given set {MxB′→BE}x∈X of quantum wiretap channels
(called a wiretap memory cell), where X is an alphabet, such that there is negligible leakage of
information to Eve, who has access to the system E. A special case of this is when each wiretap
channel MxB′→BE is an isometric channel. In the most natural and general setting, the reader can
use an adaptive strategy when decoding, as considered in [DW17].
Consider a set {MxB′→BE}x∈X of wiretap quantum channels, where the size of B′, B, and E
are fixed and independent of x. The memory cell from the encoder Alice to the reader Bob is as
follows: MX = {MxB′→B}x, where
∀x ∈ X : MxB′→B(·) := TrE{MxB′→BE(·)}, (6.1)
which may also be known to Eve, before executing the reading protocol. We assume only the
systems E are accessible to Eve for all channels Mx in a memory cell. Thus, Eve is a passive
eavesdropper in the sense that all she can do is to access the output of the channels
∀x ∈ X : MxB′→E(·) = TrB {MxB′→BE(·)} . (6.2)
We consider a classical message set K = {1, 2, . . . ,K}, and let KA be an associated system
denoting a classical register for the secret message. In general, Alice encodes a message k ∈ K using
a codeword xn(k) = x1(k)x2(k) · · ·xn(k) of length n, where xi(k) ∈ X for all i ∈ {1, 2, . . . , n}. Each
codeword identifies with a corresponding sequence of quantum channels chosen from the wiretap
memory cell MX : (
Mx1(k)
B′1→B1E1 ,M
x2(k)
B′2→B2E2 , . . . ,M
xn(k)
B′n→BnEn
)
. (6.3)
An adaptive decoding strategy makes n calls to the memory cell, as depicted in Figure 2.
It is specified in terms of a transmitter state ρLB1B
′
1
, a set of adaptive, interleaved channels
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{AiLBiBi→LBi+1B′i+1}
n−1
i=1 , and a final quantum measurement {Λ(kˆ)LBnBn}kˆ that outputs an estimate kˆ
of the message k. The strategy begins with Bob preparing the input state ρLB1B
′
1
and sending
the B′1 system into the channel Mx1(k)B′1→B1E1 . The channel outputs the system B1 for Bob. He
adjoins the system B1 to the system LB1 and applies the channel A1LB1B1→LB2B′2 . The channel
AiLBiBi→LBi+1B′i+1 is called adaptive because it can take an action conditioned on the information
in the system Bi, which itself might contain partial information about the message k. Then, he
sends the system B′2 into the channel Mx2(k)B′2→B2E2 , which outputs systems B2 and E2. The process
of successively using the channels interleaved by the adaptive channels continues n− 2 more times,
which results in the final output systems LBn and Bn with Bob. Next, he performs a measure-
ment {Λ(kˆ)LBnBn}kˆ on the output state ρLBnBn , and the measurement outputs an estimate kˆ of the
original message k. It is natural to assume that the outputs of the adaptive channels and their
complementary channels are inaccessible to Eve and are instead held securely by Bob.
It is apparent that a non-adaptive strategy is a special case of an adaptive strategy. In a non-
adaptive strategy, the reader does not perform any adaptive channels and instead uses ρLBB′n as
the transmitter state with each B′i system passing through the corresponding channel Mxi(k)B′i→BiEi
and LB being a reference system. The final step in such a non-adaptive strategy is to perform a
decoding measurement on the joint system LBB
n.
As argued in [DW17], based on the physical setup of quantum reading, in which the reader
assumes the role of both a transmitter and receiver, it is natural to consider the use of an adaptive
strategy when defining the private reading capacity of a memory cell.
Definition 10 (Private reading protocol) An (n,K, ε, δ) private reading protocol for a wiretap
memory cell MX is defined by an encoding map K → X⊗n, an adaptive strategy with measurement
{Λ(kˆ)LBnBn}kˆ, such that, the average success probability is at least 1− ε where ε ∈ (0, 1):
1− ε ≤ 1− perr := 1
K
∑
k
Tr
{
Λ
(k)
LBnBn
ρ
(k)
LBnBn
}
, (6.4)
where
ρ
(k)
LBnBnE
n =
(
Mxn(k)B′n→BnEn ◦ A
n−1
LBn−1Bn−1→LBnB′n ◦ · · · ◦ A
1
LB1B1→LB2B′2 ◦M
x1(k)
B′1→B1E1
)(
ρLB1B
′
1
)
.
(6.5)
Furthermore, the security condition is that
1
K
∑
k∈K
1
2
∥∥∥ρ(k)En − τEn∥∥∥
1
≤ δ, (6.6)
where ρ
(k)
En denotes the state accessible to the passive eavesdropper when message k is encoded. Also,
τEn is some fixed state. The rate P :=
1
n log2K of a given (n,K, ε, δ) private reading protocol is
equal to the number of secret bits read per channel use.
Based on the discussions in [WTB17, Appendix B], there are connections between the notions
of private communication given in Section 4.2.2 and Definition 10, and we exploit these in what
follows.
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To arrive at a definition of the private reading capacity, we demand that there exists a sequence
of private reading protocols, indexed by n, for which the error probability perr → 0 and security
parameter δ → 0 as n→∞ at a fixed rate P .
A rate P is called achievable if for all ε, δ ∈ (0, 1], δ′ > 0, and sufficiently large n, there exists
an (n, 2n(P−δ′), ε, δ) private reading protocol. The private reading capacity P read(MX ) of a wiretap
memory cell MX is defined as the supremum of all achievable rates P .
An (n,K, ε, δ) private reading protocol for a wiretap memory cellMX is a non-adaptive private
reading protocol when the reader abstains from employing any adaptive strategy for decoding. The
non-adaptive private reading capacity P readn-a (MX ) of a wiretap memory cell MX is defined as the
supremum of all achievable rates P for a private reading protocol that is limited to non-adaptive
strategies.
6.2 Non-adaptive private reading capacity
In what follows we restrict our attention to reading protocols that employ a non-adaptive strategy,
and we now derive a regularized expression for the non-adaptive private reading capacity of a
general wiretap memory cell.
Theorem 5 The non-adaptive private reading capacity of a wiretap memory cell MX is given by
P readn-a
(MX ) = sup
n
max
pXn ,σLBB′n
1
n
[I(Xn;LBB
n)τ − I(Xn;En)τ ] , (6.7)
where
τXnLBBnEn :=
∑
xn
pXn(x
n) |xn〉〈xn|Xn ⊗Mx
n
B′n→BnEn(σLBB′n), (6.8)
and it suffices for σLBB′n to be a pure state such that LB ' B′n.
Proof. Let us begin by defining a cq-state corresponding to the task of private reading. Consider a
wiretap memory cell MX = {MxB′→BE}x∈X . The initial state ρKALBB′n of a non-adaptive private
reading protocol takes the form
ρKALBB′n :=
1
K
∑
k
|k〉〈k|KA ⊗ ρLBB′n . (6.9)
Bob then passes the transmitter state ρLBB′n through a channel codeword sequenceMx
n(k)
B′n→BnEn :=⊗n
i=1Mxi(k)B′i→BiEi . Then the resulting state is
ρKALBBnEn =
1
K
∑
k
|k〉〈k|KA ⊗Mx
n(k)
B′n→BnEn (ρLBB′n) . (6.10)
Let ρKAKB = DLBBn→KB (ρKALBBn) be the output state at the end of the protocol after the
decoding channelDLBBn→KB is performed by Bob. The privacy criterion introduced in Definition 10
requires that
1
K
∑
k∈K
1
2
‖ρxn(k)En − τEn‖1 ≤ δ, (6.11)
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where ρ
xn(k)
En := TrLBBn{Mx
n(k)
B′n→BnEn (ρLBB′n)} and τEn is some arbitrary constant state.
Hence
δ ≥ 1
2
∑
k
1
K
‖ρxn(k)En − τEn‖1 (6.12)
=
1
2
‖ρKAEn − piKA ⊗ τEn‖1, (6.13)
where piKA denotes maximally mixed state, i.e., piKA :=
1
K
∑
k |k〉〈k|KA . We note that
I(KA;E
n)ρ = S(KA)ρ − S(KA|En)ρ (6.14)
= S(KA|En)pi⊗τ − S(KA|En)ρ (6.15)
≤ δ log2K + g(δ), (6.16)
which follows from an application of Lemma 1.
We are now ready to derive a weak converse bound on the private reading rate:
log2K = S(KA)ρ = I(KA;KB)ρ + S(KA|KB)ρ (6.17)
≤ I(KA;KB)ρ + ε log2K + h2(ε) (6.18)
≤ I(KA;LBBn)ρ + ε log2K + h2(ε) (6.19)
≤ I(KA;LBBn)ρ − I(KA;En)ρ + ε log2K + h2(ε) + δ log2K + g(δ) (6.20)
≤ max
pXn ,σLBB′n
[I(Xn;LBB
n)τ − I(Xn;En)τ ] + ε log2K + h2(ε) + δ log2K + g(δ), (6.21)
where τXnLBBnEn is a state of the form in (6.8). The first inequality follows from Fano’s inequality
[Fan08]. The second inequality follows from the monotonicity of mutual information under the
action of a local quantum channel by Bob (Holevo bound). The final inequality follows because the
maximization is over all possible probability distributions and input states. Then,
log2K
n
(1− ε− δ) ≤ max
pXn ,σLBB′n
1
n
[I(Xn;LBB
n)τ − I(Xn;En)τ ] + h2(ε) + g(δ)
n
. (6.22)
Now considering a sequence of non-adaptive (n,Kn, εn, δn) protocols with limn→∞
log2Kn
n = P ,
limn→∞ εn = 0, and limn→∞ δn = 0, the converse bound on non-adaptive private reading capacity
of memory cell MX is given by
P ≤ sup
n
max
pXn ,σLBB′n
1
n
[I(Xn;LBB
n)τ − I(Xn;En)τ ] , (6.23)
which follows by taking the limit as n→∞.
It follows from the results of [Dev05, DW05] that right-hand side of (6.23) is also an achievable
rate in the limit n → ∞. Indeed, the encoder and reader can induce the cq wiretap channel
x→MxB′→BE(σLBB′), to which the results of [Dev05, DW05] apply. A regularized coding strategy
then gives the general achievability statement. Therefore, the non-adaptive private reading capacity
is given as stated in the theorem.
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6.3 Purifying private reading protocols
As observed in [HHHO05, HHHO09] and reviewed in Section 2.5, any protocol of the above form,
discussed in Section 6.2, can be purified in the following sense. In this section, we assume that each
wiretap memory cell consists of a set of isometric channels, written as {UMxB′→BE}x. Thus, Eve has
access to system E, which is the output of a particular isometric extension of the channelMxB′→B,
i.e., M̂xB′→E(·) = TrB{UM
x
B′→BE(·)}, for all x ∈ X . We refer to such memory cell as an isometric
wiretap memory cell.
We begin by considering non-adaptive private reading protocols. A non-adaptive purified secret-
key-agreement protocol that uses an isometric wiretap memory cell begins with Alice preparing a
purification of the maximally classically correlated state:
1√
K
∑
k∈K
|k〉KA |k〉Kˆ |k〉C , (6.24)
where K = {1, 2, . . . ,K}, and KA, Kˆ, and C are classical registers. Alice coherently encodes the
value of the register C using the memory cell, the codebook {xn(k)}k, and the isometric mapping
|k〉C → |xn(k)〉Xn . Alice makes two coherent copies of the codeword xn(k) and stores them safely
in coherent classical registers Xn and Xˆn. At the same time, she acts on Bob’s input state ρLBB′n
with the following isometry: ∑
xn
|xn〉〈xn|Xn ⊗ UM
xn
B′n→BnEn ⊗ |xn〉Xˆn . (6.25)
For the task of reading, Bob inputs the state ρLBB′n to the channel sequenceMx
n(k), with the goal
of decoding k. In the purified setting, the resulting output state is ψKAKˆXnL′BLBBnEnXˆn
, which
includes all concerned coherent classical registers or quantum systems accessible by Alice, Bob and
Eve:
|ψ〉KAKˆXnL′BLBBnEnXˆn :=
1√
K
∑
k
|k〉KA |k〉Kˆ |xn(k)〉Xn UM
xn
B′n→BnEn |ψ〉L′BLBB′n |x
n(k)〉Xˆn ,
(6.26)
where ψL′BLBB′
n is a purification of ρLBB′n and the systems L
′
B, LB, and B
n are held by Bob,
whereas Eve has access only to En. The final global state is ψKAKˆXnL′BKBEnXˆn
after Bob applies
the decoding channel DLBBn→KB , where
|ψ〉KAKˆXnL′BL′′BKBEnXˆn := U
D
LBBn→L′′BKB |ψ〉KAKˆXnL′BLBBnEnXˆn , (6.27)
UD is an isometric extension of the decoding channel D, and L′′B is part of the shield system of
Bob.
At the end of the purified protocol, Alice possesses the key system KA and the shield systems
KˆXnXˆn, Bob possesses the key system KB and the shield systems L
′
BL
′′
B, and Eve possesses the
environment system En. The state ψKAKˆXnL′BL
′′
BKBXˆ
nEn at the end of the protocol is a pure state.
For a fixed n, K ∈ N, ε ∈ [0, 1], the original protocol is an (n, 2nP ,√ε,√ε) private reading
protocol if the memory cell is called n times as discussed above, and if
F (ψKAKˆXnL′BL
′′
BKBXˆ
n , γSAKAKBSB ) ≥ 1− ε, (6.28)
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where γ is a private state such that SA = KˆX
nXˆn, KA = KA, KB = KB, SB = L
′
BL
′′
B. See
[WTB17, Appendix B] for further details.
Similarly, it is possible to purify a general adaptive private reading protocol, but we omit the
details.
6.4 Converse bounds on private reading capacities
In this section, we derive different upper bounds on the private reading capacity of an isometric
wiretap memory cell. The first is a weak converse upper bound on the non-adaptive private reading
capacity in terms of the squashed entanglement. The second is a strong converse upper bound
on the (adaptive) private reading capacity in terms of the bidirectional max-relative entropy of
entanglement. Finally, we evaluate the private reading capacity for an example: a qudit erasure
memory cell.
We derive the first converse bound on non-adaptive private reading capacity by making the
following observation, related to the development in [WTB17, Appendix B]: any non-adaptive
(n, 2nP , ε, δ) private reading protocol of an isometric wiretap memory cell MX , for reading out
a secret key, can be realized by an (n, 2nP , ε′(2 − ε′)) non-adaptive purified secret-key-agreement
reading protocol, where ε′ := ε + 2δ. As such, a converse bound for the latter protocol implies a
converse bound for the former.
First, we derive an upper bound on the non-adaptive private reading capacity in terms of the
squashed entanglement [CW04]:
Proposition 4 The non-adaptive private reading capacity P readn-a (MX ) of an isometric wiretap
memory cell MX = {UMxB′→BE}x∈X is bounded from above as
P readn-a (MX ) ≤ sup
pX ,ψLB′
Esq(XLB;B)ω, (6.29)
where ωXLBB = TrE{ωXLBBE}, such that ψLBB′ is a pure state and
|ω〉XLBE =
∑
x∈X
√
pX(x)|x〉X ⊗ UMxB′→BE |ψ〉LBB′ . (6.30)
Proof. For the discussed purified non-adaptive secret-key-agreement reading protocol, when (6.28)
holds, the dimension of the secret key system is upper bounded as [Wil16, Theorem 2]:
log2K ≤ Esq(KˆXnXˆnKA;KBLBL′′B)ψ + f1(
√
ε,K), (6.31)
where
f1(ε,KA) := 2ε log2K + 2g(ε). (6.32)
We can then proceed as follows:
log2K ≤ Esq(KˆXnXˆnKA;KBL′′BL′B)ψ + f1(
√
ε,K) (6.33)
= Esq(KˆX
nXˆnKA;B
nLBL
′
B)ψ + f1(
√
ε,K). (6.34)
where the first equality is due to the invariance of Esq under isometries.
For any five-partite pure state φB′B1B2E1E2 , the following inequality holds [TGW14, Theorem 7]:
Esq(B
′;B1B2)φ ≤ Esq(B′B2E2;B1)φ + Esq(B′B1E1;B2)φ. (6.35)
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This implies that
Esq(KˆX
nXˆnKA;B
nLBL
′
B)ψ
≤ Esq(KˆXnXˆnKALBL′BBn−1En−1;Bn)ψ + Esq(KˆXnXˆnKABnEn;LBL′BBn−1)ψ (6.36)
= Esq(KˆX
nXˆnKALBL
′
BB
n−1En−1;Bn)ψ + Esq(KˆXnXˆn−1KAB′n;LBL
′
BB
n−1)ψ. (6.37)
where the equality holds by considering an isometry with the following uncomputing action:
|k〉KA |k〉Kˆ |xn(k)〉Xn UM
xn
B′n→BnEn |ψ〉L′BLBB′n |x
n(k)〉Xˆn
→ |k〉KA |k〉Kˆ |xn(k)〉Xn UM
xn−1
B′n−1→Bn−1En−1 |ψ〉L′BLBB′n
∣∣xn−1(k)〉
Xˆn−1 . (6.38)
Applying the inequality in (6.35) and uncomputing isometries like the above repeatedly to
(6.37), we find that
Esq(KˆX
nXˆnKA;B
nLBL
′
B)ψ ≤
n∑
i=1
Esq(KˆX
nXˆiKALBL
′
BB
′n\{i};Bi), (6.39)
where the notation B′n\{i} indicates the composite system B′1B′2 · · ·B′i−1B′i+1 · · ·B′n, i.e. all n− 1
B′-labeled systems except B′i. Each summand above is equal to the squashed entanglement of
some state of the following form: a bipartite state is prepared on some auxiliary system Z and
a control system X, a bipartite state is prepared on systems LB and B
′, a controlled isometry∑
x |x〉〈x|X ⊗ UM
x
B′→BE is performed from X to B
′, and then E is traced out. By applying the
development in [CY16, Appendix A], we conclude that the auxiliary system Z is not necessary.
Thus, the state of systems X, LB, B
′, and E can be taken to have the form in (6.30). From (6.34)
and the above reasoning, since limε→0 limn→∞
f1(
√
ε,K)
n = 0, we conclude that
P˜ readn-a (MX ) ≤ sup
pX ,ψLBB′
Esq(XL;B)ω, (6.40)
where ωXLBB = TrE{ωXLBBE}, such that ψLBB′ is a pure state and
|ω〉XLBBE =
∑
x∈X
√
pX(x)|x〉X ⊗ UMxB′→BE |ψ〉LBB′ . (6.41)
This concludes the proof.
We now bound the strong converse private reading capacity of an isometric wiretap memory
cell in terms of the bidirectional max-relative entropy.
Theorem 6 The strong converse private reading capacity P˜ read(MX ) of an isometric wiretap
memory cell MX = {UMxB′→BE}x∈X is bounded from above by the bidirectional max-relative entropy
of entanglement E2→2max (NMXX′B′→XB) of the bidirectional channel NMXX′B′→XB, i.e.,
P˜ read(MX ) ≤ E2→2max (NMXXB′→XB), (6.42)
where
NMXXB′→XB(·) := TrE
{
UMXXB′→XBE(·)
(
UMXXB′→XBE
)†}
, (6.43)
such that
UMXXB′→XBE :=
∑
x∈X
|x〉〈x|X ⊗ UM
x
B′→BE . (6.44)
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Proof. First we recall, as stated previously, that a (n, 2nP , ε, δ) (adaptive) private reading protocol
of a memory cell MX , for reading out a secret key, can be realized by an (n, 2nP , ε′(2 − ε′))
purified secret-key-agreement reading protocol, where ε′ := ε + 2δ. Given that a purified secret-
key-agreement reading protocol can be understood as particular case of a bidirectional secret-key-
agreement protocol (as discussed in Section 4.2.2), we conclude that the strong converse private
reading capacity is bounded from above by
P˜ readn-a (MX ) ≤ E2→2max (NMXXB′→XB), (6.45)
where the bidirectional channel is
NMXXB′→XB(·) = TrE
{
UMXXB′→XBE(·)
(
UMXXB′→XBE
)†}
, (6.46)
such that
UMXXB′→XBE :=
∑
x∈X
|x〉〈x|X ⊗ UM
x
B′→BE . (6.47)
The reading protocol is a particular instance of an LOCC-assisted bidirectional secret-key-agreement
protocol in which classical communication between Alice and Bob does not occur. The local opera-
tions of Bob in the bidirectional secret-key-agreement protocol are equivalent to adaptive operations
by Bob in reading. Therefore, applying Theorem 2, we conclude that (6.42) holds, where the strong
converse in this context means that ε + 2δ → 1 in the limit as n → ∞ if the reading rate exceeds
E2→2max (NMXXB′→XB).2
6.4.1 Qudit erasure wiretap memory cell
The main goal of this section is to evaluate the private reading capacity of the qudit erasure wiretap
memory cell [DW17].
Definition 11 (Qudit erasure wiretap memory cell [DW17]) The qudit erasure wiretap mem-
ory cell QqX =
{Qq,xB′→BE}x∈X , |X | = d2, consists of the following qudit channels:
Qq,x(·) = Qq(σx(·) (σx)†), (6.48)
where Qq is an isometric channel extending the qudit erasure channel [GBP97]:
Qq(ρB′) = U qρB′(U q)†, (6.49)
U q|ψ〉B′ =
√
1− q|ψ〉B|e〉E +√q|e〉B|ψ〉E , (6.50)
such that q ∈ [0, 1], dim(HB′) = d, |e〉〈e| is some state orthogonal to the support of input state
ρ, and ∀x ∈ X : σx ∈ H are the Heisenberg–Weyl operators as reviewed in (C.7) of Appendix C.
Observe that QqX is jointly covariant with respect to the Heisenberg–Weyl group H because the qudit
erasure channel Qq is covariant with respect to H.
Now we establish the private reading capacity of the qudit erasure wiretap memory cell.
2Such a bound might be called a “pretty strong converse,” in the sense of [MW14]. However, we could have
alternatively defined a private reading protocol to have a single parameter characterizing reliability and security, as
in [WTB17], and with such a definition, we would get a true strong converse.
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Proposition 5 The private reading capacity and strong converse private reading capacity of the
qudit erasure wiretap memory cell QqX are given by
P read(QqX ) = P˜ read(QqX ) = 2(1− q) log2 d. (6.51)
Proof. To prove the proposition, consider that NQqX as defined in (6.43) is bicovariant and QqB′→B
is covariant. Thus, to get an upper bound on the strong converse private reading capacity, it is
sufficient to consider the action of a coherent use of the memory cell on a maximally entangled
state (see Corollary 5). We furthermore apply the development in [CY16, Appendix A] to restrict
to the following state:
φXLBBE :=
1√|X |∑
x∈X
|x〉X ⊗ UQ
q,x
B′→BE |Φ〉LBB′
=
√
1− q
d|X |
d∑
i=0
∑
x
|x〉X ⊗ σx |i〉B |i〉LB |e〉E +
√
q
d|X |
d∑
i=0
∑
x
|x〉X ⊗ |e〉B |i〉LB ⊗ σx |i〉E .
(6.52)
Observe that
∑d−1
i=0
∑
x |x〉X ⊗ |e〉B |i〉LB ⊗ σx |i〉E and
∑d−1
i=0
∑
x |x〉X ⊗ σx |i〉B |i〉LB |e〉E are or-
thogonal. Also, since, |e〉 is orthogonal to the input Hilbert space, the only term contributing to
the relative entropy of entanglement is
√
1− q 1d
∑d
i=0
∑
x |x〉X ⊗ σx |i〉B |i〉LB . Let
|ψ〉XLBB =
1√|X |
d2−1∑
x=0
|x〉X ⊗ σx |Φ〉BLB . (6.53)
{σx |Φ〉BLB}x∈X forms an orthonormal basis in HB ⊗HLB (see Appendix C), so
|ψ〉XLBB = |Φ〉X:BLB =
1
d
d2−1∑
x=0
|x〉X ⊗ |x〉BLB , (6.54)
and E(X;LB)Φ = 2 log2 d. Applying Corollary 5 and convexity of relative entropy of entanglement,
we conclude that
P˜ read(QqX ) ≤ 2(1− q) log2 d. (6.55)
From Theorem 5, the following bound holds
P read(QqX ) ≥ P readn-a (QqX ) (6.56)
≥ I(X;LBB)ρ − I(X;E)ρ, (6.57)
where
ρXLBBE =
1
d2
d2−1∑
x=0
|x〉〈x|X ⊗ UQ
q,x
B′→BE(ΦX:LBB′). (6.58)
After a calculation, we find that I(X;E)ρ = 0 and I(X;LBB)ρ = 2(1− q) log2 d. Therefore, from
(6.55) and the above, we conclude the statement of the theorem.
From the above and [DW17, Corollary 4], we conclude that there is no difference between the
private reading capacity of the qudit erasure memory cell and its reading capacity.
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7 Entanglement generation from a coherent memory cell or con-
trolled isometry
In this section, we consider an entanglement distillation task between two parties Alice and Bob
holding systems X and B, respectively. The set up is similar to purified secret key generation
when using a memory cell (see Section 6.3). The goal of the protocol is as follows: Alice and Bob,
who are spatially separated, try to generate a maximally entangled state between them by making
coherent use of an isometric wiretap memory cell MX = {UMxB′→BE}x∈X known to both parties.
That is, Alice and Bob have access to the following controlled isometry:
UMXXB′→XBE :=
∑
x∈X
|x〉〈x|X ⊗ UM
x
B′→BE , (7.1)
such that X and E are inaccessible to Bob. Using techniques from [DW05], we can state an
achievable rate of entanglement generation by coherently using the memory cell.
Theorem 7 The following rate is achievable for entanglement generation when using the controlled
isometry in (7.1):
I(X〉LBB)ω, (7.2)
where I(X〉LBB)ω is the coherent information of state ωXLBB (2.19) such that
|ω〉XLBBE =
∑
x
√
pX(x)|x〉X ⊗ UMxB′→BE |ψ〉LBB′ . (7.3)
Proof. Let {xn(m, k)}m,k denote a codebook for private reading, as discussed in Section 6.2, and
let ψLBB′ denote a pure state that can be fed in to each coherent use of the memory cell. The
codebook is such that for each m and k, the codeword xn(m, k) is unique. The rate of private
reading is given by
I(X;LBB)ρ − I(X;E)ρ, (7.4)
where
ρXB′BE =
∑
x
pX(x)|x〉〈x|X ⊗ UMxB′→BE(ψLBB′). (7.5)
Note that the following equality holds
I(X;LBB)ρ − I(X;E)ρ = I(X〉LBB)ω, (7.6)
where
|ω〉XLBBE =
∑
x
√
pX(x)|x〉X ⊗ UMxB′→BE |ψ〉LBB′ . (7.7)
The code is such that there is a measurement Λm,kLnBBn
for all m, k, for which
Tr{Λm,kLnBBnM
xn(m,k)
B′n→Bn(ψ
⊗n
LBB′)} ≥ 1− ε, (7.8)
and
1
2
∥∥∥∥∥ 1K∑
k
M̂xn(m,k)B′n→En(ψ⊗nB′ )− σEn
∥∥∥∥∥
1
≤ δ. (7.9)
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From this private reading code, we construct a coherent reading code as follows. Alice begins
by preparing the state
1√
MK
∑
m,k
|m〉MA |k〉KA . (7.10)
Alice performs a unitary that implements the following mapping:
|m〉MA |k〉KA |0〉Xn → |m〉MA |k〉KA |xn(m, k)〉Xn , (7.11)
so that the state above becomes
1√
MK
∑
m,k
|m〉MA |k〉KA |xn(m, k)〉Xn . (7.12)
Bob prepares the state |ψ〉⊗nLBB′ , so that the overall state is
1√
MK
∑
m,k
|m〉MA |k〉KA |xn(m, k)〉Xn |ψ〉⊗nLBB′ . (7.13)
Now Alice and Bob are allowed to access n instances of the controlled isometry∑
x
|x〉〈x|X ⊗ UMxB′→BE , (7.14)
and the state becomes
1√
MK
∑
m,k
|m〉MA |k〉KA |xn(m, k)〉XnUM
xn(m,k)
B′n→BnEn |ψ〉⊗nLBB′ . (7.15)
Bob now performs the isometry ∑
m,k
√
Λm,kLnBBn
⊗ |m〉M1 |k〉K1 , (7.16)
and the resulting state is close to
1√
MK
∑
m,k
|m〉MA |k〉KA |xn(m, k)〉XnUx
n(m,k)
B′n→BnEn |ψ〉⊗nLBB′ |m〉M1 |k〉K1 . (7.17)
At this point, Alice locally uncomputes the unitary from (7.11) and discards the Xn register, leaving
the following state:
1√
MK
∑
m,k
|m〉MA |k〉KAUMA
xn(m,k)
B′n→BnEn |ψ〉⊗nLBB′ |m〉M1 |k〉K1 . (7.18)
Following the scheme of [DW05] for entanglement distillation, she then performs a Fourier transform
on the register KA and measures it, obtaining an outcome k
′ ∈ {0, . . . ,K−1}, leaving the following
state:
1√
MK
∑
m,k
e2piik
′k/K |m〉MAUMA
xn(m,k)
B′n→BnEn |ψ〉⊗nLBB′ |m〉M1 |k〉K1 . (7.19)
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She communicates the outcome to Bob, who can then perform a local unitary on system K1 to
bring the state to
1√
MK
∑
m,k
|m〉MAUM
xn(m,k)
B′n→BnEn |ψ〉⊗nLBB′ |m〉M1 |k〉K1 . (7.20)
Now consider that, conditioned on a value m in register M , the local state of Eve’s register En is
given by
1
KA
∑
k
M̂xn(m,k)B′n→En(ψ⊗nB′ ). (7.21)
Thus, by invoking the security condition in (7.9) and Uhlmann’s theorem [Uhl76], there exists a
isometry V m
LnBB
nK1→B˜ such that
V m
LnBB
nK1→B˜
[
1√
KA
∑
k
UM
xn(m,k)
B′n→BnEn |ψ〉⊗nLBB′ |k〉K1
]
≈ |ϕσ〉
EnB˜
. (7.22)
Thus, Bob applies the controlled isometry∑
m
|m〉〈m|M1 ⊗ V mLnBBnK1→B˜, (7.23)
and then the overall state is close to
1√
M
∑
m
|m〉MA |ϕσ〉EnB˜|m〉M1 . (7.24)
Bob now discards the register B˜ and Alice and Bob are left with a maximally entangled state that
is locally equivalent to approximately n[I(X;LBB)ρ − I(X;E)ρ] = nI(X〉LBB)ω ebits.
8 Discussion
In this work, we mainly focused on two different information processing tasks: entanglement distil-
lation and secret key distillation using bipartite quantum interactions or bidirectional channels. We
determined several bounds on the entanglement and secret-key-agreement capacities of bipartite
quantum interactions. In deriving these bounds, we described communication protocols in the bidi-
rectional setting, related to those discussed in [BHLS03] and which generalize related point-to-point
communication protocols. We introduced an entanglement measure called the bidirectional max-
Rains information of a bidirectional channel and showed that it is a strong converse upper bound on
the PPT-assisted quantum capacity of the given bidirectional channel. We also introduced a related
entanglement measure called the bidirectional max-relative entropy of entanglement and showed
that it is a strong converse bound on the LOCC-assisted secret-key-agreement capacity of a given
bidirectional channel. When the bidirectional channels are either teleportation- or PPT-simulable,
the upper bounds on the bidirectional quantum and bidirectional secret-key-agreement capacities
depend only on the entanglement of an underlying resource state. If a bidirectional channel is bi-
covariant, then the underlying resource state can be taken to be the Choi state of the bidirectional
channel.
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Next, we introduced a private communication task called private reading. This task allows
for secret key agreement between an encoder and a reader in the presence of a passive eavesdrop-
per. Observing that access to an isometric wiretap memory cell by an encoder and the reader
is a particular kind of bipartite quantum interaction, we were able to leverage our bounds on
the LOCC-assisted bidirectional secret-key-agreement capacity to determine bounds on its private
reading capacity. We also determined a regularized expression for the non-adaptive private reading
capacity of an arbitrary wiretap memory cell. For particular classes of memory cells obeying certain
symmetries, such that there is an adaptive-to-non-adaptive reduction in a reading protocol, as in
[DW17], the private reading capacity and the non-adaptive private reading capacity are equal. We
derived a single-letter, weak converse upper bound on the non-adaptive private reading capacity of
an isometric wiretap memory cell in terms of the squashed entanglement. We also proved a strong
converse upper bound on the private reading capacity of an isometric wiretap memory cell in terms
of the bidirectional max-relative entropy of entanglement. We applied our results to show that
the private reading capacity and the reading capacity of the qudit erasure memory cell are equal.
Finally, we determined an achievable rate at which entanglement can be generated between two
parties who have coherent access to a memory cell.
We have left open the question of determining a relation between the bidirectional max-Rains
information and the bidirectional max-relative entropy of entanglement of arbitrary bidirectional
channel. We however strongly suspect that the bidirectional max-Rains information can never
exceed the bidirectional max-relative entropy of entanglement. It would also be interesting to
derive an upper bound on the bidirectional secret-key-agreement capacity in terms of the squashed
entanglement. Another future direction would be to determine classes of memory cells for which
the regularized expressions of the non-adaptive private reading capacities reduce to single-letter
expressions. For this, one could consider memory cells consisting of degradable channels [DS05,
Smi08]. More generally, determining the private reading capacity of an arbitrary wiretap memory
cell is an important open question.
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A Covariant channel
Proof of Lemma 3. Given is a group G and a quantum channelMA→B that is covariant in the
following sense:
MA→B(UgAρAUg†A ) = V gBMA→B(ρA)V g†B , (A.1)
for a set of unitaries {UgA}g∈G and {V gB}g∈G.
Let a Kraus representation of MA→B be given as
MA→B(ρA) =
∑
j
LjρAL
j†. (A.2)
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We can rewrite (A.1) as
V g†B MA→B(UgAρAUg†A )V gB =MA→B(ρA), (A.3)
which means that for all g, the following equality holds∑
j
LjρAL
j† =
∑
j
V g†B L
jUgAρA
(
V g†B L
jUgA
)†
. (A.4)
Thus, the channel has two different Kraus representations {Lj}j and {V g†B LjUgA}j , and these are
necessarily related by a unitary with matrix elements wgjk [Wil17, Wat15]:
V g†B L
jUgA =
∑
k
wgjkL
k. (A.5)
A canonical isometric extension UMA→BE of MA→B is given as
UMA→BE =
∑
j
Lj ⊗ |j〉E , (A.6)
where {|j〉E}j is an orthonormal basis. Defining W gE as the following unitary
W gE |k〉E =
∑
j
wgjk|j〉E , (A.7)
where the states |k〉E are chosen from {|j〉E}j , consider that
UMA→BEU
g
A =
∑
j
LjUgA ⊗ |j〉E (A.8)
=
∑
j
V gBV
g†
B L
jUgA ⊗ |j〉E (A.9)
=
∑
j
V gB
[∑
k
wgjkL
k
]
⊗ |j〉E (A.10)
= V gB
∑
k
Lk ⊗
∑
j
wgjk|j〉E (A.11)
= V gB
∑
k
Lk ⊗W gE |k〉E (A.12)
=
(
V gB ⊗W gE
)
UMA→BE . (A.13)
This concludes the proof.
B Bicovariant channels and teleportation simulation
Proof of Proposition 3. Let NA′B′→AB be a bidirectional quantum channel, and let G and H
be groups with unitary representations g → UA′(g) and h → VB′(h) and (g, h) → WA(g, h) and
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(g, h)→ TB(g, h), such that
1
|G|
∑
g
UA′(g)(XA′) = Tr{XA′}piA′ , (B.1)
1
|H|
∑
h
VB′(h)(YB′) = Tr{YB′}piB′ , (B.2)
NA′B′→AB((UA′(g)⊗ VB′(h))(ρA′B′)) = (WA(g, h)⊗ TB(g, h))(NA′B′→AB(ρA′B′)), (B.3)
where XA′ ∈ B(HA′), YB′ ∈ B(HB′), and pi denotes the maximally mixed state. Consider that
1
|G|
∑
g
UA′′(g)(ΦA′′A′) = piA′′ ⊗ piA′ , (B.4)
where Φ denotes a maximally entangled state and A′′ is a system isomorphic to A′. Similarly,
1
|H|
∑
h
VB′′(h)(ΦB′′B′) = piB′′ ⊗ piB′ . (B.5)
Note that in order for {UgA′} to satisfy (B.1), it is necessary that |A′|2 ≤ |G| [AMTdW00]. Similarly,
it is necessary that |B′|2 ≤ |H|. Consider the POVM {EgA′′LA}g, with each element E
g
A′′LA defined
as
EgA′′LA :=
|A′|2
|G| U
g
A′′ΦA′′LA
(
UgA′′
)†
. (B.6)
It follows from the fact that |A′|2 ≤ |G| and (B.4) that {EgA′′LA}g is a valid POVM. Similarly, we
define the POVM {F hB′′LB}h as
F hB′′LB :=
|B′|2
|H| V
h
B′′ΦB′′LB
(
V hB′′
)†
(B.7)
The simulation of the channel NA′B′→AB via teleportation begins with a state ρA′′B′′ and a
shared resource θLAABLB = NA′B′→AB(ΦLAA′ ⊗ ΦB′LB ). The desired outcome is for the receivers
to receive the state NA′B′→AB(ρA′B′) and for the protocol to work independently of the input state
ρA′B′ . The first step is for the senders to locally perform the measurement {EgA′′LA ⊗ F hB′′LB}g,h
and then send the outcomes g and h to the receivers. Based on the outcomes g and h, the receivers
then perform W g,hA and T
g,h
B . The following analysis demonstrates that this protocol works, by
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simplifying the form of the post-measurement state:
|G| |H|TrA′′LAB′′LB{(EgA′′LA ⊗ F hB′′LB )(ρA′′B′′ ⊗ θLAABLB )}
=
∣∣A′∣∣2 ∣∣B′∣∣2 TrA′′LAB′′LB{[UgA′′ΦA′′LA (UgA′′)† ⊗ V hB′′ΦB′′LB (V hB′′)†](ρA′′B′′ ⊗ θLAABLB )} (B.8)
=
∣∣A′∣∣2 ∣∣B′∣∣2 〈Φ|A′′LA ⊗ 〈Φ|B′′LB (UgA′′ ⊗ V hB′′)† (ρA′′B′′ ⊗ θLAABLB )(UgA′′ ⊗ V hB′′)|Φ〉A′′LA ⊗ |Φ〉B′′LB
(B.9)
=
∣∣A′∣∣2 ∣∣B′∣∣2 〈Φ|A′′LA ⊗ 〈Φ|B′′LB [(UgA′′ ⊗ V hB′′)† ρA′′B′′(UgA′′ ⊗ V hB′′)]
⊗NA′B′→AB(ΦLAA′ ⊗ ΦB′LB ))|Φ〉A′′LA ⊗ |Φ〉B′′LB (B.10)
=
∣∣A′∣∣2 ∣∣B′∣∣2 〈Φ|A′′LA ⊗ 〈Φ|B′′LB [(UgLA ⊗ V hLB)† ρLALB (UgLA ⊗ V hLB )]∗
NA′B′→AB(ΦLAA′ ⊗ ΦB′LB ))|Φ〉A′′LA ⊗ |Φ〉B′′LB . (B.11)
The first three equalities follow by substitution and some rewriting. The fourth equality follows
from the fact that
〈Φ|A′AMA′ = 〈Φ|A′AM∗A (B.12)
for any operator M and where ∗ denotes the complex conjugate, taken with respect to the basis in
which |Φ〉A′A is defined. Continuing, we have that
(B.11) =
∣∣A′∣∣ ∣∣B′∣∣TrLALB {[(UgLA ⊗ V hLB)† ρLALB (UgLA ⊗ V hLB )]∗NA′B′→AB(ΦLAA′ ⊗ ΦB′LB ))}
(B.13)
=
∣∣A′∣∣ ∣∣B′∣∣TrLALB
{
NA′B′→AB
([(
UgA′ ⊗ V hB′
)†
ρA′B′(U
g
A′ ⊗ V hB′)
]†
(ΦLAA′ ⊗ ΦB′LB )
)}
(B.14)
= NA′B′→AB
([(
UgA′ ⊗ V hB′
)†
ρA′B′(U
g
A′ ⊗ V hB′)
]†)
(B.15)
= NA′B′→AB
((
UgA′ ⊗ V hB′
)†
ρA′B′(U
g
A′ ⊗ V hB′)
)
(B.16)
=
(
W g,hA ⊗ T g,hB
)†NA′B′→AB (ρA′B′) (W g,hA ⊗ T g,hB ) (B.17)
The first equality follows because |A| 〈Φ|A′A (IA′ ⊗MAB) |Φ〉A′A = TrA{MAB} for any operator
MAB. The second equality follows by applying the conjugate transpose of (B.12). The final
equality follows from the covariance property of the channel.
Thus, if the receivers finally perform the unitaries W g,hA ⊗ T g,hB upon receiving g and h via a
classical channel from the senders, then the output of the protocol is NA′B′→AB (ρA′B′), so that
this protocol simulates the action of the channel N on the state ρ.
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C Qudit system and Heisenberg–Weyl group
Here we introduce some basic notations and definitions related to qudit systems. A system repre-
sented with a d-dimensional Hilbert space is called a qudit system. Let JB′ = {|j〉B′}j∈{0,...,d−1}
be a computational orthonormal basis of HB′ such that dim(HB′) = d. There exists a unitary
operator called cyclic shift operator X(k) that acts on the orthonormal states as follows:
∀|j〉B′ ∈ JB′ : X(k)|j〉 = |k ⊕ j〉, (C.1)
where ⊕ is a cyclic addition operator, i.e., k⊕ j := (k+ j) mod d. There also exists another unitary
operator called the phase operator Z(l) that acts on the qudit computational basis states as
∀|j〉B′ ∈ JB′ : Z(l)|j〉 = exp
(
ι2pilj
d
)
|j〉. (C.2)
The d2 operators {X(k)Z(l)}k,l∈{0,...,d−1} are known as the Heisenberg–Weyl operators. Let σ(k, l) :=
X(k)Z(l). The maximally entangled state ΦR:B′ of qudit systems RB
′ is given as
|Φ〉RB′ := 1√
d
d−1∑
j=0
|j〉R|j〉B′ , (C.3)
and we define
|Φk,l〉RB′ := (IR ⊗ σk,lB′ )|Φ〉R:B′ . (C.4)
The d2 states {|Φk,l〉RB′}k,l∈{0,...,d−1} form a complete, orthonormal basis:
〈Φk1,l1 |Φk2,l2〉 = δk1,k2δl1,l2 , (C.5)
d−1∑
k,l=0
|Φk,l〉〈Φk,l|RB′ = IRB′ . (C.6)
LetW be a discrete set such that |W| = d2. There exists one-to-one mapping {(k, l)}k,l∈{0,d−1} ↔
{w}w∈W . For example, we can use the following map: w = k + d · l for W = {0, . . . , d2 − 1}. This
allows us to define σw := σ(k, l) and ΦwRB′ := Φ
k,l
RB′ . Let the set of d
2 Heisenberg–Weyl operators
be denoted as
H := {σw}w∈W = {X(k)Z(l)}k,l∈{0,...,d−1}, (C.7)
and we refer to H as the Heisenberg–Weyl group.
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